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LIST OF ABBREVIATIONS 
 
Acronym	
  	
   Explanation	
  

CA Consequence Analysis 
CI Critical Infrastructure 
CIP Critical Infrastructure Protection 

CIPRNet Critical Infrastructure Preparedness and Resilience Research Net-
work 

CM Crisis Management 
DBMS Database Management System  
DSS Decision Support System 
GIS Geographic Information System 
GUI Graphical User Interface 
M&S Modelling and Simulation 
WIA ‘What If’ Analysis 
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1 Introduction	
  –	
  Rationale	
  of	
  this	
  document	
  
This document contains the draft training material of CIPRTrainer, a training system for 
providing crisis managers ‘what if’ analysis capabilities for exploring different courses of 
action in complex crisis scenarios. CIPRTrainer is based on federated modelling and simula-
tion of Critical Infrastructures and on Consequence Analysis. The latter provides metrics for 
roughly estimating consequences of the overall crisis scenario evolution, a novel approach 
that started from the ‘cross-cutting’ criteria of the Directive on European Critical Infrastruc-
tures. CIPRTrainer aims at providing realistic scenarios including critical infrastructures and 
cross-border aspects. 
The draft training material will be used within the third edition of the two-day CIPRNet 
Course on “Modelling, Simulation and Analysis of Critical Infrastructures” at the Master in 
Homeland Security study at Università Campus Bio-Medico di Roma. As part of CIPRNet’s 
capacity building activities, the course comprises a Training Session and aims at performing 
training and demonstration activities to professionals in homeland security and crisis manag-
ers of civil protection agencies. The first day of the course will devoted to general training on 
modelling, simulation and analysis of Critical Infrastructures, using mature material devel-
oped for previous editions and for the Master Classes. This material will not be duplicated in 
this deliverable. The new material on CIPRTrainer will cover the second day of the third edi-
tion of the course and can be found in the appendix of this deliverable. 
Lessons learnt from the CIPRNet course will be employed for improving the training, and for 
an optimal preparation of the CIPRNet Master Class 3 in November 2016 (same contents, 
different audience). 
The third edition of the CIPRNet Course is scheduled for July 14–15, 2016. Editions 1 and 2 
took place in 2014 and 2015 [1] [2]. The third edition comprises three training modules: 

• Module 1 (14th July 2016): notions and theories regarding Critical Infrastructure 
modelling, simulation and analysis. This part 1 is addressed to researchers and profes-
sionals requiring a general presentation to the topic; 

• Module 2 (15th July 2016, morning): CIPRNet’s new capabilities: Introduction to 
CIPCast, CIPRTrainer, ‘what if’ analysis and Consequence Analysis. This module 
provides an extensive presentation of the training system CIPRTrainer developed by 
Fraunhofer with support from CIPRNet partners UCY, UTP, Deltares, TNO, JRC, 
CEA, UIC and ENEA. This part 2 is addressed to researchers, young professionals in 
homeland security, and crisis managers of civil protection agencies; 

• Module 3 (15th July 2016, afternoon): Hands-on exercises with CIPRTrainer. This 
part 3 is addressed to researchers, young professionals in homeland security, and crisis 
managers of civil protection agencies. 

 

1.1 Target	
  audience	
  
This training event is mainly addressed to professionals in homeland security and pub-
lic/governmental authorities in charge of Crisis Management or Civil Protection matters. 
 

1.2 Topics	
  of	
  the	
  CIPRNet	
  training	
  event	
  focusing	
  on	
  CIPRTrainer	
  
The first module of the training course will be devoted to introducing the basic notions and 
theories regarding CI modelling, simulation and analysis, whereas in the following two mod-
ules the training event will focus on two of CIPRNet’s new capabilities. The second module 
starts with a brief introduction to the advanced decision support system CIPcast that had been 
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presented extensively in the previous CIPRNet course [2]. The main parts of modules 2 and 3 
present the basic functions and technologies of CIPRTrainer and give the attendees the oppor-
tunity to practice with the system.  
The agenda of the training event covers the following topics: 
 

 Title / Topics / Description of Contents 

 
M

odule  2 
 

 

CIPRTrainer – training the exploration of different courses of action 
o »what if« analysis as a new capability for crisis manage-

ment training 
o CIPRTrainer system overview 
o Modelling in CIPRTrainer 
o Event processing in CIPRTrainer 
o fMS&A and rollback for »what if« analysis 

This session focuses on the essential CIPRTrainer functions and technolo-
gies and illustrates how their interplay has been employed to form a new 
capability for training crisis management staff.  
Federated simulation in CIPRTrainer 

o Infrastructure Simulators 
o Infrastructure Models 
o Modelling dependencies 
o Preserving causality 

This session focuses on the federated simulation system for Critical Infra-
structures developed by Fraunhofer with support of CIPRNet partners UCY 
and UTP. The federated CI simulation must be able to react to a harm scenar-
io and simulate impacts, including cascading effects. Modelling includes do-
main specific modelling of CI and modelling of their dependencies. Recorded 
impacts are employed as one of many inputs for Consequence Analysis. 
Consequence analysis as a basis for »what if« analysis 

o CIPRNet’s hybrid CA approach 
o Data elicitation 
o Data handling 
o Methods for assessing consequences of crises and disasters 
o Ethical aspects 
o CA assessment and presentation in CIPRTrainer 

This session focuses on the methods for estimating consequences in large 
complex damage scenarios. The Consequence Analysis provides metrics for 
performing ‘What if’ Analysis. It describes the overall outcome of a scenario 
at a given point in time. The work in the field is novel and takes the ‘cross-
cutting criteria’ of the European Critical Infrastructure directive as a starting 
point. The session discusses also ethical aspects of Consequence Analysis. 
CIPRTrainer derailment scenario with cross-border aspects 

o Scenario storyline 
o Rules 
o Scenario database 

This session focuses on describing the CIPRTrainer derailment scenario. It 
prepares for the crisis management training exercise in Part 3 of the training. 
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 Title / Topics / Description of Contents 

 
M

odule  3 
 

CIPRTrainer demonstration and hands-on experience – Basic features 
o CIPRTrainer GUI 
o GIS functionality 
o Tactical icons 
o User roles: Trainer, trainees 

This session prepares the attendees for the hands-on exercise of the CIPR-
Trainer platform (functionalities, main features, use, etc.). In particular, dur-
ing this basic part, the attendees will learn how to: 

• Logging in as users of different roles: Trainer, trainees 
• Work with CIPRTrainer: add and manage layers, zoom in and out 
• Understand the tactical icons 
• Read the timeline and information display at the CIPRTrainer GUI 

Hands-on Basics: Familiarising with the CIPRTrainer GUI 
o Trying the basic functions of the CIPRTrainer GUI 
o Understanding the displayed information 

In this session, the attendees will have the opportunity to practise the basic 
features of CIPRTrainer introduced in the previous lecture. In particular, 
during this session, the attendees will practice how to: 

• Start CIPRTrainer 
• Trying GIS functionality: Selecting base layers, adding information 

layers, zooming in and out 
• Logging in as users of different roles: Trainer, trainees 

CIPRTrainer demonstration and hands-on experience – Advanced 
o Crisis management actions in CIPRTrainer 
o Trainees’ crisis management roles 
o Concept of zones and resource allocation 
o ‘what if’ analysis 

This session prepares the attendees for a crisis management training run with 
the CIPRTrainer platform. In particular, during this advanced part, the at-
tendees will learn how to: 

• Perform role-specific actions in CIPRTrainer 
• Allocate responders’ resource for response actions 
• Perform ‘rollback’ and ‘what if’ analysis 

Hands-on Advanced: Using CIPRTrainer for exploring different 
courses of action 

o Performing a training session in CIPRTrainer 
o Performing ‘what if’ analysis 
o Analysing the training runs 

In this session, the attendees will have the opportunity to practise the ad-
vanced CIPRTrainer functions introduced in the previous lecture. In particu-
lar, the attendees will practice an entire training run of CIPRTrainer. 
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2 Training	
  material	
  on	
  CIPRTrainer	
  
2.1 Lecture	
  material	
  
The introduction to the different parts of the CIPRTrainer is presented during the Training 
Session / Course in Module 2 and Module 3. The teaching material for the audience is divid-
ed in the following parts: 

1) CIPRTrainer – training the exploration of different courses of action 
2) Federated simulation in CIPRTrainer 
3) Consequence analysis as a basis for »what if« analysis 
4) CIPRTrainer derailment scenario with cross-border aspects 
5) CIPRTrainer demonstration and hands-on experience – Basic features 
6) CIPRTrainer demonstration and hands-on experience – Advanced features 

 

2.2 Exercises	
  
The exercise or hands-on part is divided into two sessions. In the first session, the attendees 
will be familiarised with the basic functions of CIPRTrainer’s graphical user interface (GUI), 
learn how to operate the GIS functions, and how to read the displayed information, including 
tactical icons. In the second session, the attendees will perform an entire training session in 
CIPRTrainer, including rollback and ‘what if’ analysis for performing different courses of 
action. 

	
  
	
  
3 Learning	
  goal	
  
The main learning goal of the attendees is to:  

• acquire the methodologies and technologies used within CIPRNet 
• understand the main modelling and simulation challenges in the field of CIP 
• acquire and exercise the different “functional blocks” of the main functionality im-

plemented in CIPRTrainer, that is, the ‘what if’ analysis for performing different 
courses of action 

• get an impression of the behaviour of Critical Infrastructures and cascading effects in 
complex damage scenarios, including cross-border aspects. 

 
 
References	
  
[1] FP7 CIPRNet Project, Deliverable 9.1 “Training Plan”. 
[2] FP7 CIPRNet Project, Deliverable 9.82 “Courses inside the Homeland Security Master”. 
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Appendix	
  
This section contains the detailed agenda of the CIPRNet Course (Appendix A) and all slides 
that will be used for Modules 2 and 3 of the Training Session (Appendix B).  
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Appendix	
   A:	
   Agenda	
   of	
   the	
   training	
   session	
   on	
   Modelling,	
   Simulation	
   and	
  
Analysis	
  of	
  Critical	
  Infrastructures	
  	
  

 
Day 1 – 14th July 2016 
Teacher	
   TOPIC	
   	
  TIME	
  

Taking	
  seats	
   9.30	
  –	
  10.00	
  

Roberto	
  Setola	
  (UCBM)	
   Welcome	
   10.00	
  –	
  10.10	
  

Roberto	
  Setola	
  (UCBM)	
   Introduction	
  to	
  CIPRNet	
   10.10	
  –	
  10.50	
  

Vittorio	
  Rosato	
  (ENEA)	
   CIPcast	
  –	
  a	
  decision	
  support	
  system	
  for	
  CI	
  related	
  
crisis	
  management	
   10.50	
  –	
  11.30	
  

Marianthi	
  Theo-­‐
charidou	
  (JRC)	
  

From	
   Critical	
   Infrastructure	
   (CI)	
   Protection	
   to	
   CI	
  
Resilience	
  

11:30	
  –	
  12.10	
  

Coffee	
  break	
   12.10	
  –	
  12.30	
  

Eric	
  Luiijf	
  (TNO)	
   Simulation	
  of	
  CI:	
  relevant	
  applications	
   12.30	
  –	
  13.10	
  

Mohamed	
  Eid	
  (CEA)	
  
Principal	
   modelling	
   techniques:	
   applications	
   and	
  
limitations	
  

13.10	
  –	
  14.00	
  

Lunch	
   14.00	
  –	
  15.00	
  

Roberto	
  Setola	
  (UCBM)	
   Modelling	
  and	
  investigating	
  dependencies	
  of	
  CI	
   15.00	
  –	
  15.40	
  

Edwin	
  van	
  Veldhoven	
  
(TNO) Introduction	
  to	
  Federated	
  Simulation 15.40	
  –	
  16.20 

Coffee	
  break	
   16.20	
  –	
  16.40	
  

Alberto	
  Tofani	
  (ENEA) Simulation	
  approaches	
  of	
  System	
  of	
  Systems 16:40	
  –	
  17:20 

Edwin	
  van	
  Veldhoven	
  
(TNO) Verification	
  and	
  validation	
  techniques 17.20	
  –	
  18.00 

 

	
  
Day 2 – 15th July 2016 
Teacher	
   TOPIC	
   TIME	
  

Erich	
  Rome	
  &	
  Jing-­‐
quan	
  Xie	
  (Fraunho-­‐
fer)	
  

CIPRTrainer	
   –	
   training	
   the	
   exploration	
   of	
   different	
  
courses	
  of	
  action	
  

• »what	
  if«	
  analysis	
  as	
  a	
  new	
  capability	
  for	
  crisis	
  
management	
  training	
  

• CIPRTrainer	
  system	
  overview	
  
• Modeling	
  in	
  CIPRTrainer	
  
• Event	
  processing	
  in	
  CIPRTrainer	
  
• fMS&A	
  and	
  rollback	
  for	
  »what	
  if«	
  analysis	
  
• Training	
  concept	
  
• Q&A	
  

9:15	
  –	
  10:15	
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Coffee	
  Break	
   10:15	
  –	
  10:30	
  

Stefan	
  Rilling	
  
(Fraunhofer)	
  

Elias	
  Kyriakides	
  
(UCY)	
  

Federated	
  simulation	
  in	
  CIPRTrainer	
  

• Infrastructure	
  Simulators	
  
• Infrastructure	
  Models	
  
• Federated	
  Simulation	
  
• Modelling	
  dependencies	
  
• Preserving	
  causality	
  
• Conclusion	
  
• Q&A	
  

10:30	
  –	
  11:15	
  

Norman	
  Voß	
  
(Fraunhofer)	
  

Consequence	
  analysis	
  as	
  a	
  basis	
  for	
  »what	
  if«	
  analysis	
  

• Application	
  areas	
  
• CIPRNet’s	
  hybrid	
  CA	
  approach	
  
• Methods	
  for	
  assessing	
  impact	
  and	
  consequences	
  

of	
  crises	
  and	
  disasters	
  
• Data	
  elicitation	
  
• Data	
  handling	
  
• CA	
  assessment	
  and	
  presentation	
  in	
  CIPRTrainer	
  
• Conclusion	
  
• Q&A	
  	
  

11:15	
  –	
  12:00	
  

Lunch	
  break	
   12:00	
  –	
  13:00	
  

Stefan	
  Rilling	
  
(Fraunhofer)	
  

CIPRTrainer	
   derailment	
   scenario	
   with	
   cross-­‐border	
  
aspects	
  

• Scenario	
  storyline	
  
• Rules	
  
• Scenario	
  database	
  
• Q&A	
  

13:00	
  –	
  13:40	
  

Betim	
  Sojeva	
  
(Fraunhofer)	
  

CIPRTrainer	
  demonstration	
  and	
  hands-­‐on	
  experience	
  
Part	
  I	
  

• CIPRTrainer	
  GUI,	
  GIS	
  functionality,	
  User	
  roles:	
  
Trainer,	
  trainees	
  

• »what	
  if«	
  analysis	
  for	
  exploring	
  different	
  courses	
  
of	
  action	
  

13:40	
  –	
  14:15	
  

Coffee	
  break	
   14:15	
  –	
  14:30	
  

Participants	
   Hands-­‐on	
   Part	
   1:	
   Familiarising	
   with	
   the	
   CIPRTrainer	
  
GUI	
  

14:30	
  –	
  15:15	
  

Erich	
  Rome	
  &	
  Be-­‐
tim	
  Sojeva	
  (Fraun-­‐
hofer)	
  

CIPRTrainer	
  demonstration	
  and	
  hands-­‐on	
  experience	
  
Part	
  II	
  

• Crisis	
  management	
  actions	
  in	
  CIPRTrainer	
  

15:15	
  –	
  15:45	
  

Participants	
   Hands-­‐on	
  Part	
  2:	
  	
   	
  
Using	
   CIPRTrainer	
   for	
   exploring	
   different	
   courses	
   of	
  
action	
  

15:45	
  –	
  17:15	
  

All	
   Wrap-­‐up	
   17:15	
  –	
  17:30	
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Appendix	
  B:	
  CIPRTrainer	
  slides	
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Source: Kok, M.; Huizinga, H.; Vrouwenvelder, A.; Barendregt, A. (2005): Standard Method 2004 
Damage and Casualties Caused by Flooding. DWW-2005-009. Ministerie van Verkeer en Waterstaat.  
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First  
Reaction  

Model 

 

Recovery  
Model 

 

 



 
 
 

 

 

 

 

 



 
 
@Name(‘Sincal-Change-State-Rule') 
@Description(‘Detect flooding event and update state/location to stressed in 
Sincal') 
select post(“sincal”, “stressed” + Event(location)) from 
Event(type=2).win:length(10) having avg(payload.waterheight) >= 5; 
 
 
@Name(‘NS3-Disable-Rule') 
@Description(‘Change NS3-status to disabled at a specific location') 
select post(“ns3”, “disabled” + Event(location)) from Event(type=3) where 
payload.status = “stressed” 
 



Database

Event

type=9

Sincaltype=101

NS3

type=201

OpenTrack

type=301

CiprTrainer

SincalEventtype=101

NS3Event
type=201

OpenTrackEvent
type=301

FloodEvent
type=401

SincalActiontype=102

NS3Action
type=202

OpenTrackAction

type=302

BuildingAction
type=502

HumansAction
type=602

CiprTrainerAction
type=6

GuiUpdateAction
type=9

SincalCommand
type=103

DatabaseUpdate

RestPut

if source = DatabaseUpdate

if source = SincalAction

if source = NS3Action

if source = OpenTrackAction

RestPost

if source = SincalCommand

if source = CiprTrainerAction || GuiUpdateAction



 
 
 
 

 





 
 
 
 







 

 

 

 

 

 

 





 

 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 





 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 

 







 

 

 

 



 

 

 

 

 



Icon (Dutch) Name (Dutch) Name (English) Name (German) Icon (German) 

 
gevaar Threat (general) Gefahr (allgemein) 

 

Gevaar acuut Threat (urgent) Gefahr (akut) 

  Event Anlass, Ereignis 

  damage Angeschlagen, 
beschädigt 

  Initial fire Entstehungsbrand 

 

watertransport Company for Water Supply Löschzug 
Wasserversorgung 

 

Gevaar explosieve 
atmosfeer Warning Explosion danger Explosionsgefahr 

 

Geneeskundige 
aanwezigheid 

Deployment Unit of a NGO 
(aid organisations) 

Einsatzeinheit der 
Hilfsorganisationen 

 
Ziekenhuis Hospital Krankenhaus  
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