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1 Introduction 
 
1.1 Purpose of this document 
This deliverable D6.5 documents the CIP MS&A based 'what if' analysis demonstrator called 
‘CIPRTrainer’ by describing its main features, system requirements, maintenance infor-
mation, and installation instructions. The user manual part of D6.5 contains detailed instruc-
tions of how to use the training engine (see Figure 1) of the demonstrator, including usage 
examples and screen shots. 
 
1.2 Relation to other CIPRNet deliverables 
D6.5 is the last deliverable in WP6 that describes the single-trainee and stand-alone version of 
CIPRTrainer, the technical demonstrator for the ‘what if’ analysis capability. It builds on the 
previous four deliverables in WP6 in the following way. The development of CIPRTrainer 
followed the four-layered MCRI approach (mission, concepts, realisation, and implementa-
tion), introduced in deliverable D6.1 “Conceptual design of a federated and distributed cross-
sector and threat simulator” [CIPRNetD61]. D6.1 covered the top two layers, mission and 
concepts, and parts of the realisation layer. The deliverable D6.4 “Implementation of the inte-
grated CIP MS&A based 'what if' analysis” [CIPRNetD64] covers the remainder of the reali-
sation layer and the implementation layer, including a description of the design engine of 
CIPRTrainer. D6.5 focuses on using the training engine (see Figure 1) of CIPRTrainer. 
In order to test and to use CIPRTrainer, it was also a prerequisite to develop application sce-
narios, that is, complex cross-border crisis scenarios that constitute the setting for the training 
of crisis managers. Those scenarios have been described in D6.2 “Application scenario” 
[CIPRNetD62]. The nature of the scenarios determines to some extent also what technical 
subsystems are needed, like Critical Infrastructure simulators and threat simulations. In order 
to make the scenarios usable inside CIPRTrainer, one more step was necessary, namely the 
creation of models of these scenarios. The deliverable D6.3 “Scenario models” [CIPR-
NetD63] describes how these models have been created, on what data they were based, and 
how we coped with missing data. D6.5 contains references to all those deliverables. 
In WP6, we are currently creating a multi-trainee version of CIPRTrainer, such that a small 
crisis management team could use the system for a joint training. The usage of this version of 
CIPRTrainer will be described in the forthcoming CIPRNet training textbook, deliverable 
D8.3 [CIPRNetD83]. Also, an interface to the decision support system CIPcast of WP7 is in 
the testing phase and has been documented as part of deliverable D7.5+D7.6 [CIPRNetD756].  
 
1.3 Structure of the document 
The remainder of this document is structured as follows: In the main part of the document, In 
part A (User manual), the user learns how to set up, start and perform a training session with 
CIPRTrainer, how to use ‘what if’ analysis, and how to modify the system settings. In part B 
(documentation), we provide a “Quick Start” guide for users of CIPRTrainer and an overview 
of the structure of CIPRTrainer’s modular user interface. We conclude by summarising the 
main properties of the single-trainee version of CIPRTrainer in the following figure. 
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Figure 1: Simplified scheme of CIPRTrainer’s main components. The design engine is represented by the 
rounded rectangle labelled “SyMo” and the scenario developer’s icon. All other shown components belong 
to CIPRTrainer’s training engine. The most important element for users of CIPRTrainer is the CIPR-
Trainer Graphical User Interface (GUI), through which both trainer and trainee operate CIPRTrainer. 
As written in deliverables D6.3 [CIPRNetD63] and D6.4 [CIPRNetD64], two of the modelling activities for 
setting up the scenarios take place in the Federated Simulation part (Critical Infrastructure models) and 
in the Database part (definition of events, rules, and dependencies).  
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2 CIPRTrainer’s user interface components 
This section describes the user interface (UI) components of CIPRTrainer including main 
module, trainee module, and trainer module. All components are referenced by indexes 
(CX.Y) and can be found in the UI index list (section 6). 
 
2.1 Main module 
Main module is accessible for both user roles trainee and trainer. It consists of a landing page 
describing implemented features and a navigation bar for authentication and language cus-
tomisation. 
 
2.1.1 Landing page 
The landing page of CIPRTrainer includes main description of the features (C1.1), CIPR-
Trainer version number (currently v1.0), ‘about’ view and a navigation bar. 
 

 
Figure 2: CIPRTrainer landing page consists of a front page including major features and navigation bar. 
 
2.1.2 Navigation bar 
The navigation bar incorporates  

 a hyperlink to the ‘about’ view (C1.2)  a button for user authentication (C1.3)   button to change the language (C1.4) 
 

 
Figure 3: CIPRTrainer navigation for both user roles trainee and trainer. 
 

C1.1 

C1.2 
C1.3 C1.4 
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2.1.3 Authentication panel 
The authentication panel includes  

 field for username (C1.5)   field for password (C1.6)  a button to sign in (C1.7)  a toggle button to save the created session cookie and keep the user logged-in (C1.8) 
 

 
Figure 4: Sign in panel view provides input fields for user authentication.  
 
2.1.4 About view 
The ‘about view’ contains information about tools being used in the development process 
including the exact version numbers (C1.9). Moreover, it contains detailed information about 
the CIPRTrainer.  
 

 
Figure 5. CIPRTrainer about view includes tools being used in the development phase. 
  

C1.5 
C1.6 

C1.7 

C1.8 

C1.9 
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2.2 Trainee module 
This section gives a detailed description of the UI components for the trainee.  
 
2.2.1 CIPRTrainer UI trainee home 
The overview for trainee includes a control panel, user-specified navigation bar, layer panel, a 
timeline panel and a GIS map. 
 

 
Figure 6: Main view of CIPRTrainer UI for trainee consists of a navigation bar, two sidebars (left and 
right), a timeline (bottom) and a standard GIS map (centre). 
 
2.2.2 Trainee navigation bar 
Trainee navigation bar (Figure 7) encompasses additionally hyperlinks to the main view 
(C2.1) and ‘what-if analysis view’ (C2.2), a label of the user role and username (C2.3), and a 
button for signing out (C2.4). 
 
 

 
Figure 7: CIPRTrainer navigation for trainee. 
  

C2.4 

C2.1 

C2.3 

C2.2 
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2.2.3 GIS map 
The GIS map (C2.5) of CIPRTrainer depicts various kinds of events (C2.6) and CI elements 
as well as resources containing specific crisis management tactical symbols. In addition, GIS 
elements are clickable for providing access to detailed information about events, CIs and re-
sources (C2.7). 
 

 
Figure 8: CIPRTrainer GIS map is capable of accumulating various sets of overlays containing infor-
mation about entities (CIs, resources, socio economic data) as well as critical events attached with a tacti-
cal symbols for crisis managers. 
 
2.2.4 Control panel 
The control panel (Figure 9) incorporates hyperlinks (left side) to 

 control panel itself (C2.8)  filter panel (C2.9)  notification panel (C2.10)  settings panel (C2.11) 
The main page (right side) provides 

 a list of actions (C2.12) also referred to as the Action List  a list of preformed actions (C2.13) also referred to as the Action History  a control-button to continue or pause the simulation (C2.14)  a button to perform a rollback (C2.15)  real time information (C2.16)  simulation time information (C2.17) 
 

C2.5 

C2.6 

C2.7 



EU FP7 Project CIPRNet • NoE • GA No 312450  

D6.5 Documentation and user manual of the CIP MS&A based 'what if' analysis … Page 17 of 51 

 
Figure 9: CIPRTrainer control panel. 
   

C2.12 

C2.11 
C2.13 

C2.8 

C2.14 C2.15 

C2.16 

C2.17 

C2.9 
C2.10 
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2.2.5 Filter panel 
Filter panel (Figure 10) encompasses implemented filters (currently K-nearest neighbours in 
CIPRTrainer v1.0) to apply on CI elements on the GIS map. Whenever there is no CI selected 
on the map, a notification field shows up giving instructions on how to use the filter (C2.19). 
The last selected element is depicted on a table (C2.20) containing information about CI and 
its location. KNN filters requires a parameter (K, C2.21). A button (C2.22) is provided to 
apply the filter. 
 

 
Figure 10: CIPRTrainer filter panel. 
 
  

C2.20 

C2.21 

C2.22 

C2.19 
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2.2.6 Notification panel 
Notification panels provides 

 filter for logs (C2.23)  list of event logs (C2.24) 
 

 
Figure 11: CIPRTrainer notification panel. 
  

C2.23 

C2.24 
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2.2.7 Settings panel 
Settings panel provides 

 toggle buttons to hide or show layers, resources, legend and timeline (C2.25)  unchangeable input field of the username (C2.26)  input fields for first name, last name and email address (C2.27)  input fields to change password (C2.28)  “Save” and “Cancel” button to confirm and discard changes, respectively (C2.29) 
 

 
Figure 12: CIPRTrainer settings panel. 
  

C2.29 

C2.28 

C2.27 

C2.26 

C2.25 
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2.2.8 Layer panel 
Layer panel shows a list of 

 various GIS reference maps also referred to as base layers (C2.30)  thematic GIS layers depicting resources (C2.31) and CI elements of power networks 
(C2.32), telecommunication networks (C2.33) and railway networks 

 

 
Figure 13: CIPRTrainer layer panel. 
 
2.2.9 Timeline panel 
Timeline shows different types of events in a chronical order, of which there are: 

 events that are described in the storyline, also visible on the GIS map (marked as red; 
C2.34)  external events produced by the simulators and not visible on the map (marked as yel-
low; C2.35) 

Moreover, the current simulation time is indicated by the blue line moving forward in a spe-
cific speed rate (C2.36). 
 

 
Figure 14: CIPRTrainer timeline. 

C2.31 C2.30 

C2.32 

C2.33 

C2.35 C2.34 C2.36 
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2.2.10 What-if Analysis view 
The ‘What-if Analysis’ view (WIA view) consists of 

 action tree view (C.2.37)  “Acquire CA Results” button for computing the consequences (C2.38)  a list of computed results (C2.39)  a GIS map for showing various kinds of spatial data computed by the Consequence 
Analyse Module (CAM; C2.40) 

 

 
Figure 15: CIPRTrainer WIA view (upper part) incorporates the action graph and CA result tables.  
 

 
Figure 16: CIPRTrainer WIA view (lower part) CA result GIS map. 
  

C2.37 

C2.39 

C2.40 

C2.38 



EU FP7 Project CIPRNet • NoE • GA No 312450  

D6.5 Documentation and user manual of the CIP MS&A based 'what if' analysis … Page 23 of 51 

2.3 Trainer module 
This section gives a detailed description of the CIPRTrainer UI dashboard components, which 
is only accessible for the trainer.  
 
2.3.1 CIPRTrainer UI dashboard 
The CIPRTrainer UI dashboard consists of 

 a status panel depicting the current simulation state (C3.1)  time panel showing simulation time (C3.2)  trainee status including login time, name, and status (online/offline; C3.4)  trainer status (C3.5)  scenario panel including list of possible scenarios to be trained including description 
text, image, and a button to start and stop training (C3.6)  list of training logs including a filter capability (C3.7)  panel to download computed CA results and logs in JSON-format (C3.8) 
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Figure 17: CIPRTrainer trainer dashboard. 
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3 Using CIPRTrainer’s user interface 
 
If all installation procedures are completed successfully (see part B), then the CIPRTrainer 
should be accessible on http://host-machine-ip/ciprtrainer. The first view of 
CIPRTrainer is the landing page, which contains a navigation bar providing user authentica-
tion and a main page describing major features of the tool (Figure 2). This section provides 
guides for the three modules of the CIPRTrainer: main, trainee and trainer module. The com-
plete index list of user interface (UI) components is located in section 6. It is recommended to 
take first a look at the CIPRTrainer’s UI components in section 2. 
 
3.1 Main module 
This section briefly describes how to perform user authentication and language settings. 
 
3.1.1 Authentication 
3.1.1.1 Login  
To sign in as a user, please follow these steps: 
 

 
Method 1: Signing In. 
 
After signing in as a trainee, if the training session is not ready, a panel will show up pointing 
out that training session is waiting for trainer clearance. Whenever the trainee starts the simu-
lation, the panel will disappear (Figure 18). While in this state, trainee can only sign out. 
 

 
Figure 18: Trainee is waiting for trainer's clearance. 
 
3.1.1.2 Logout 
To sign out, please follow these steps: 
 

1. Click on the ‘Sign In’ button (C1.3) on the navigation bar 
2. Type in your credentials: 

a. username (C1.5) 
b. password (C1.6) 

3. Check or uncheck the toggle button to save or delete the session cookie (C1.8) 
4. Click the ‘Sign In’ button to login 
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Method 2: Signing out. 
 
3.1.1.3 Resetting password 
Resetting the password requires following steps: 
 

 
Method 3: Resetting the password. 
 
3.1.2 Changing language 
Currently, CIPRTrainer provides three different languages: English, German and Dutch 
(Figure 19). Changing the langue requires following steps: 
 

 
Method 4: Changing the language. 
 

 
Figure 19: CIPRTrainer provides the languages English, German and Dutch. 
 
3.2 Trainee module 
In this section we describe main features of the trainee module and how to use them. Trainees 
have various options to interact with the system including: 

1. Pausing and continuing the scenario 
2. Performing various kinds of actions (first responder, crisis management) 
3. Performing rollbacks (jumping into a prior state of the scenario) 
4. Examining and mapping critical infrastructures 
5. Observing and keeping track of the evolution of the scenario 

1. Click on the ‘Sign Out’ button on the navigation bar 
2. Confirm the process by clicking on ‘Sign Out’ button 

1. Click on the ‘Sign In’ button (C1.3) on the navigation bar 
2. Click on the ‘Forgot the password?’ hyperlink 
3. Enter your username 
4. Click on ‘Reset password’ button 
5. You will receive an email with a new password 
6. To change the newly generated password, see section 3.2.6 

1. Click on the flag button (C1.4) on the navigation bar 
2. Click on a desired flag to change the corresponding language 
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6. Managing user account and customizing CIPRTrainer view components (layer panels, 
timeline, etc.) 

7. Conducting analysis methodologies (CA) 
 

3.2.1 Pausing and continuing the scenario 
On the left control panel (C2.8) of CIPRTrainer the user can click on the button 
“Pause/Continue” (C2.14/C2.15) to pause or continue the scenario. Other participants like 
trainees and trainer are notified about this event. 
 
3.2.2 Performing various kinds of actions 
CIPRTrainer provides various kinds of actions including first responder, crisis management 
and CI operator actions (C2.12). Currently, three types of actions are offered. These are: 

8. First Responder Actions (FRAs) 
9. Crisis Management Actions (CMAs) 
10. CI-Related Actions (CRAs) 

 
To perform a certain kinds of action, please click on the desired element in the Action List 
(C2.12). A UI for each action type will show up. 
 
3.2.2.1 First Responder Actions 
FRAs incorporate resources like police, fire brigades and technical relief services (THW) and 
can be performed by a trainee. The trainee can order different resources to perform an activity 
at a predefined location. Forces or resources are spread in the region around the scenario loca-
tion (in this case Emmerich) as shown in Figure 21. Performing a FRA includes few steps: 
 

 
Method 5: Performing First Responder Actions. 
 
The capacity within the context of a FRA is defined as a quadruplet and refers to the strength 
of a specific unit (Figure 20). The user can decide whether to send units with the highest pos-
sible capacity to the crisis region or to choose a lower capacity. 

1. Click on the element First Responder Action on the Action List 
(C2.12) on the control panel 

2. Select the desired resource. Possible options are:  a. Action forces (fire brigades) b. Law Forces (police) c. Rescue Forces (technical relief organisation) 
3. Select the origin (UI: FROM, Zone 1-15) 
4. Select the destination (UI: TO, Zone 1-15) 
5. Select the Capacity 

a. First Field: Number of leaders 
b. Second field: Number of sub-leaders 
c. Number of forces 

6. Select an activity 
7. Confirm or cancel the action 
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Figure 20: Tactical symbol notation to define strength of units. 
 
When the action is performed successfully, the system pushes a notification that confirms the 
conduct. Also, the timeline will be updated with a blue label containing information about all 
action parameters including simulation time. 

 
Figure 21: Interface for performing First Responder Actions. 
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3.2.2.2 Crisis Management Actions 
CMAs are referred to as the second type of actions that CIPRTrainer provides. This type is 
dedicated for trainees or crisis managers. A crisis manager is able to alarm public authorities 
and the general public as well as evacuate critical regions (Figure 22). Each action influences 
the consequences in the scenario. For instance, when the crisis manager decides to not inform 
the general public, the number of injured people will rise. On the other side, if the crisis man-
ager performs this action in an early state of the scenario, then less people will be injured, 
which mitigates the consequences. Each action triggers predefined rules based on the action-
function, the time and the underlying socio-economic data. Performing a CMA requires few 
steps: 
 

 
Method 6: Performing Crisis Management Actions. 
 
Like in FRA the timeline will be updated and other participants (trainer) will be noticed about 
this event. 
 

 
Figure 22: Interface for performing Crisis Management Actions. 
 
3.2.2.3 CI-Related Actions 
CRAs are the last kind of actions provided by CIPRTrainer v1.0 and enables the capability to 
manually activate or deactivate chosen CIs for mitigating concerns (Figure 23). This action is 
referred to be only accessible for experts to analyse possible consequences on certain states of 
the scenario. CIs can have four states: normal, stressed, crisis, and recovery. A CI is consid-
ered to be in a normal state when there is no impairment or damage. A CI being in the 
stressed mode means that business or operation serviced are impaired but not shut down com-
plete whereas the crisis mode concludes to an overall shut down of all services including sub-
stantial damages. In the recovery mode the CI shuts down all services for mitigating reasons 
but does not have any damages. Performing CRA requires the following steps: 

1. Click on the category Crisis Management Action on the list Action on 
the control panel 

2. Choose a predefined action 
3. Confirm or cancel the action 
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Method 7: Performing CI-Related Actions. 
 

 
Figure 23: Interface for performing CI-Related Actions. 
 
3.2.3 Performing Rollbacks 
To perform a rollback the user needs to decide first on which state the scenario should be re-
instated. Therefore CIPRTrainer inserts each performed action in the Action History list 
(C2.13). Performing a rollback requires following steps: 
 

 
Method 8: Performing Rollback. 

1. Click on the category CI Related Action on the list Action on the control 
panel (C2.12) 

2. Choose a CI sector (e.g. telecommunication network, power network) 
3. Examine the list of provided CI elements 
4. Use the filter capability to query the list of CIs (optional) 
5. Choose an element and click on the Activity column to activate or deactivate the 

chosen CI 
6. Confirm or cancel the action 

1. Select a desired action that has been performed in the list Action History (C2.13) 
2. Click on the button “Rollback” (C2.15) 
3. Confirm or cancel the event 
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3.2.4 Examining and mapping critical infrastructures 
CIs can be examined using GIS overlays. The user is able to visualise and hide CI overlays by 
using the layer panel. Following steps are required to examine CIs: 
 
 

 
Method 9: Examining CIs. 
 
To examine an entire CI model, for instance power networks, the user can click the list ele-
ment highlighted with a grey background. By doing so, all components of a power network 
(e.g. cabins, substations, transformer, etc.) will be checked as well and shown on the map. 
CI elements on the map are visualised using icons representing the entity with an underlying 
LED light on the upper right corner. This light indicates the operational status of the element. 
Table 1 shows the relation between colour and operational status of a CI element. 

 
Table 1: LED lights on the upper right corner of CI elements indicate the operational statuses. 

Colour CI State 
Green  Normal state; service up 
Yellow  Service partially shut down; no substantial damages 
Red  Service completely shut down due to damages 
Blue  Service completely shut down, but currently no damages 

 
3.2.5 Observing and keeping track of the evolution of the scenario 
The user has three options to observe and keep track of the evolution of scenario, namely us-
ing: 

11. GIS map 
12. Timeline 
13. Notification Logs 

 
3.2.5.1 Using GIS map 
CIPRTrainer GIS map visualises storyline events and status reports as GIS elements using the 
corresponding tactical symbol on the map. When CIPRTrainer receives an event by the Sce-
nario Executor, the user will get a notification showing up on the upper right corner contain-
ing a short description of the event. Simultaneously, the event appears on the map, too (Figure 
24). Clicking on the item reveals a pop-window with more detailed information showing a 
short description and accident time. To gain more information, the user can click on the ‘Read 
More’ button. A new window pops up including all information of this event (Figure 26). To 
close the window pop-up, the user can push key ESC or click outside the message box. To 

1. Make sure layer panel is visible 
a. Open the settings panel 
b. Check “Show Layers” toggle (C2.25) 

2. Click on one more multiple CIs on the layer panel (C2.31-C2.33) 
3. Examine GIS elements on the map 

a. Click on a desired element to show more information 
b. Click outside of the appeared pop-up window to close it 



EU FP7 Project CIPRNet • NoE • GA No 312450  

D6.5 Documentation and user manual of the CIP MS&A based 'what if' analysis … Page 32 of 51 

hide the all events on the map, the user can toggle the list element ‘Critical Events’ on the 
layer panel. 

 
Figure 24: Event notification label on the upper right corner depicts a short summery of the event. 

 
Figure 25: Information panel of a GIS element appears by clicking on it. 

 
Figure 26: Window panel containing all information shows up by clicking on the element on the timeline 
or “Read me” button. 
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3.2.5.2 Using timeline 
CIPRTrainer timeline (Figure 27) shows various kinds of events in a chronological order. 
Different event types have different colours (Table 2). To know more about the event, the 
user can click on the label. A window pop-up shows up similar to section 3.2.5.1 and can be 
closed by pushing the key ESC or click outside of the window. 
 

 
Figure 27: Timeline depicting various types of events. 
 
Table 2: CIPRTrainer incorporates various types of events: action events, events defined in the SDL, 
events produced by the federated simulators and general non-georeferenced events. 

Event Type Colour Location 
Action events (performed by trainee) blue  Partially 
Events defined in the scenario red  Yes 
Events produced by the federated simulation red  Partially 
Non-georeferenced events and other events yellow  No 

 
3.2.5.3 Using notification logs 
To examine certain events of any kind of events, following steps are required: 
 

 
Method 10: Using and filtering notification logs. 
 
3.2.6 Managing user account and customising CIPRTrainer view components 
The trainee can change first name, last name, email address and password in the settings panel 
(C2.11). This requires following steps: 
 

1. Click on the Notification Icon (C2.9) 
2. On the filter input field type in the desired type of events (optional) to filter the 

list; possible types are: 
a. Action 
b. Simulator 
c. Scenario 
d. Others 

3. Click on the desired list element; a window shows up with detailed information 
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Method 11: Managing user account. 
 
To customise CIPRTrainer, the user is enabled to show or hide certain UI components, of 
which there are: 

14. Base Layers 
15. Layers 
16. Resources 
17. Legend 
18. Timeline 

 

 
Method 12: Customising CIPRTrainer view components. 
 
3.2.7 Conducting analysis methodologies 
For using the Consequence Analysis Module (CAM), first click on the hyperlink ‘What-if 
Analysis’ (C2.2) on the navigation bar. The first section contains information about per-
formed actions and rollbacks (C2.37, Figure 28). The graph is an ࢔-dimensional tree contain-
ing ࢞ nodes, where ࢔ reflects the number of performed rollbacks and ࢞ − ૚ the number of 
performed actions. The root node (marked as yellow) illustrated the initial status of the sce-
nario. Green nodes represent final actions, on which the user can perform the CAM. To exam-
ine the graph, you can:  

19. Click on the nodes to read more details about the actions 
20. Use the navigation controls of the network panel (Table 3) 

 

1. Open the settings panel (C2.11) 
2. Enter or update information. Possible input fields are: 

a. first name 
b. last name 
c. email address 
d. password (this includes entering old password, new password and con-

formation) 
3. Click on ‘Save’ button to confirm or ‘Cancel’ button to discard changes 

 

To show or hide UI components, open the settings panel, check or uncheck the desired 
components on the list (C2.25), respectively. 
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Figure 28: Example of action graph. Each node of the n-dimensional tree refers to an action. The rollback 
capability creates an additional branch, on which following actions can be added. Final actions are 
marked as green nodes. The root node corresponds to the initial state of the scenario. In this example, the 
end-user performed four rollbacks. 
 
Table 3: Navigation controls for examining the action graph1. 

Icon:        
Keyboard: Up arrow Down 

arrow 
Left 

arrow 
Right 
arrow “=” “-” None 

Description: Move up Move 
down 

Move 
left 

Move 
right Zoom in Zoom 

out 
Zoom 
extent 

 
Please note, whenever the WIA view is active the simulation automatically pauses, if it was 
running, or remains in the state stopped, if trainer stopped the simulation before. To apply the 
CAM, follow these instructions:  
 

 
Method 13: Examining WIA action graph. 
 
When the “Acquire CA Results” button is clicked, several computation processes are stated in 
the backend. To get more details about how the CAM works and how to read the output, 
please take a look at deliverable D6.4 “Implementation of the integrated CIP MS&A based 
'what if' analysis”. All computation processes are conceptually described there. CIPRTrainer 
shows CAM results in two ways: 
                                                 
 
1 http://visjs.org/examples/network/other/navigation.html  

1. Click on a green node in the action graph panel (C2.37) 
2. Click on the “Acquire CA Results” button (C2.38) 
3. Repeat Step 1 for other green action nodes (optional) 
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21. Tables (C2.39) 
22. GIS map (C2.40) 

 
The tables contain information about various kinds of damages without geospatial context, 
whereas the GIS map depicts several spatial-related damages using carefully chosen colour 
schemes to support map diagnostics provided by “ColorBrewer”2. 
 
3.2.8 Filtering CIs 
Filtering CIs (KNN filter) requires following steps: 
 

 
Method 14: Filtering CIs. 
 
3.3 Trainer module 
This section describes trainer’s possible interactions with the system. In addition to the capa-
bility of monitoring scenario and trainee’s interactions, the trainer is able to set up scenarios 
and download computed results. 
 
3.3.1 Choosing, starting and stopping scenarios 
The trainer can choose a scenario using the Scenario List (C3.6). This requires few steps:  
 

 
Method 15: Choosing, starting and stopping scenarios. 
 
Please note that the scenario cannot be started when the trainee is offline. Also, a training ses-
sion theoretically does necessarily terminate, since rollbacks can be repeated any number of 
times. However, it is recommended to not perform more than 12 rollbacks due to performance 
issues. Any training session can be started and stopped as often as desired.  
                                                 
 
2 http://colorbrewer2.org  

1. Open the filter panel (C2.9) 
2. Select a CI or resource layer element to be filtered (KNN info panel C2.20 will 

be updated) 
3. Choose parameter ܭ ∈  ℕ (C2.21) 
4. Apply filter by clicking on “Apply KNN Filter…” (C2.22) 

 

1. On the left side, explore possible scenarios 
2. Read the description on the main panel 
3. Click on “Start” button to start the simulation, whenever trainee is ready 
4. Click on “Stop” button to stop the simulation, whenever the training session is 

consider to be done 
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3.3.2 Downloading consequence analysis results and training protocol 
For downloading the CA results and training logs, please navigate to the download panel 
(C3.8) and click on: 
 

 
Method 16: Downloading CA results and training protocol. 
 
The variable ࢚࢟࢏ࢉ_࢕࢏࢘ࢇ࢔ࢋࢉ࢙ contains the name of the city of the designed scenario. A com-
plete result file contains meta-information, CA results and a list of all kinds of events, as the 
following excerpt shows: 
 

{  "meta": {   "scenario id": "sce01",   "trainee": {    "id": "13",    "username": "trainee",    "email": "trainee@ciprnet.net"    "first name": "Ute",    "last name": "Mustermann"   },   "trainer":  {    "id": "42",    "username": "trainer",    "email": "trainer@ciprnet.net"    "first name": "Max",    "last name": "Mustermann"   },   "start": "7841361201",   "created": "7841630092"  },  "consequence analysis module": [...],  "training protocol": [...] }   

1. training_logs_࢚࢟࢏ࢉ_࢕࢏࢘ࢇ࢔ࢋࢉ࢙.json to download the training logs in 
JSON-format 

2. ca_࢚࢟࢏ࢉ_࢕࢏࢘ࢇ࢔ࢋࢉ࢙.json to download the CA results in JSON-format 
3. Hyperlink “Download all” to download a single JSON file with both results CA 

and training logs 
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4 How to get started 
This section describes briefly the requirements including exact version numbers and a guide 
for installing components of the CIPRTrainer. 
 
4.1 Requirements 
The CIPRTrainer is developed on various distributed systems. The tools and software used 
for developing CIPRTrainer are listed below. 
 
4.1.1 Operating systems 
Windows: Windows 7 Enterprise, Service Pack 1, 64 Bit 
Linux:  Ubuntu 14.04.2 LTS 
 
4.1.2 Databases and extensions 
PostgreSQL: Version 9.3.6 
PostGIS: Version 2.1 
 
4.1.3 GIS tools 
MapServer:  Version 6.4.1 
 
4.1.4 Simulators 
SINCAL: Version 3.12.12 
ns-3:  Version 3.24 
OpenTrack: Version 1.8.2 
Flooding Simulator: Version 0.3.1 
 
4.1.5 Complex Event Processor 
Java:  Version 8u91 
 
4.1.6 CIPRTrainer application (v1.0) 
Node:  Version 2.3.4 
Node Modules: body-parser:1.15.1, bower:1.7.9, client-sessions:0.7.0, cookie-parser:1.4.1, 
ejs:2.4.1, express:4.13.4, gulp:3.9.1, gulp-concat:2.6.0, gulp-insert:0.5.0, gulp-less:3.1.0, 
gulp-mocha:2.2.0, gulp-plumber:1.1.0, gulp-rename:1.2.2, gulp-typescript-compiler:1.0.1, 
gulp-watch: 4.3.5, morgan:1.7.0, pg:4.5.5, socket.io:1.4.6 timer.js:1.0.4, winston:2.2.0 
 
4.1.7 Web-server 
Nginx:  Version 1.10.0  
 
4.2 Installation 
This section describes how to deploy the CIPRTrainer on a Windows, Linux and Mac OS X 
machine. There are two approaches on how to do so: Either by installing all components from 
scratch or deploying the components by using Docker tool suit. 
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4.2.1 CIPRTrainer GUI application from scratch 
The first approach is to install the CIPRTrainer from scratch. First, each operating system 
needs to install the latest version of Node3. Then, having the latest release of the CIPRTrainer 
pulled from the Git4 repository, the user has to navigate to the root directory of the git-project 
and enter the following commands in the Terminal or Command Line Tool: 
 

# root directory of the ciprnet $ cd src/ciprtrainer $ ./install.sh # if unix-based OS, else $ ./install.bat $ ./start.sh   # if unix-based OS, else $ ./start.bat 
 
The first command changes the current directory to src/ciprtrainer. Then, the second 
command executes a shell or batch-script that contains the following instructions: 
  

$ npm install $ bower install # make sure bower is installed5 
 
The command npm install installs a package and all the dependencies that it depends on 
in the local folder node_modules. The package (JSON file) looks like this: 
 

{   "name": "CIPRTrainer",   "version": "1.0.0",   "dependencies": {     "express": "^4.13.3",     "gulp": "^3.9.0",     "socket.io": "^1.3.6"   },   "devDependencies": {     "karma": "^0.13.9",     "mocha": "^2.2.5",     "should": "^7.0.4"   },   "scripts": {     "start-production": "node ./app.js"   } } 
 
The second command (bower install) installs packages to the folder bow-
er_components. All dependencies like AngularJS or BootstrapJS are configured in bow-
er.json. Bower components are mainly used in the browser. The shell script start.sh 
compiles and runs the CIPRTrainer. It contains the following instructions: 
                                                 
 
3 https://nodejs.org  
4 https://git-scm.com  
5 Make sure bower is installed. If not, run the command $ npm install bower -g. If bower asks for the 
version of AngularJS, then choose the latest stable version. 
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$ gulp build # run gulpfile.js $ sleep 5s # sleep 5 second to wait for the gulp task completion $ export NODE_ENV = production # set the node environment in pro-duction mode $ node app.js # run the application 

 
Gulp is used for compiling the front-end dependencies for the CIPRTrainer (cipr-
netlib.js). Since this requires some time, a sleep-instruction is added for 5 seconds. The 
environment variable is set to “production”. The last instruction starts the node application. 
 
4.2.2 CIPRTrainer GUI application using Docker 
The second approach to install the CIPRTrainer is using Docker. It enables the user “to pack-
age an application with all of its dependencies into a standardized unit for software develop-
ment”6. Filesystem, system libraries, and tools are provided by the Docker container. The 
specific dependencies (libs/bins) for the application can be pulled from DockerHub, a public 
repository. These dependencies have to be defined into the Dockerfile. 
The file (plain text file) contains all necessary configurations and dependencies for installing 
and running the CIPRTrainer: 
 

# Dockerfile.txt FROM node:4 # loads node dependencies from DockerHub (node dependen-cies)  RUN useradd -ms /bin/bash node # create user, create home directory, use bash  ADD . /home/node/ciprtrainer # copy src to new directory   RUN chown -R node:node /home/node # asign user to src  # load npm, bower and gulp  RUN npm install -g npm  RUN npm install -g bower gulp RUN apt-get update  USER node # set the user node when running the image  EXPOSE 3005 # inform Docker container to listen on a specified network port at runtime   WORKDIR /home/node/ciprtrainer # change work directory   # install ciprtrainer  RUN npm install RUN gulp build  CMD node app.js # run ciprtrainer  
 
                                                 
 
6 https://www.docker.com/what-docker  
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To run Docker, Docker7 needs to be installed. Docker provides a specific terminal for Win-
dows machines. The user has to launch the Docker terminal. It starts with a configuration pro-
cess, which assigns an NAT-IP address to the Docker Engine. Then, the user has to enter the 
following instructions: 
 

# navigate to git project ciprnet $ cd src/ciprtrainer # contains Dockerfile $ docker build -t ciprtrainer . $ docker run -p 80:3005 –t ciprtrainer  
 
The first instruction navigates to the source files of the CIPRTrainer. The second instruction 
builds a Docker image, which contains execution parameters within a container runtime. The 
last command creates the Docker container, which is a runtime instance of the Docker image. 
The tag -p maps the exposed port of the container to the port on the Docker Engine. The 
CIPRTrainer is now accessible on the NAT-IP address of the Docker Engine on port 80. 
 
4.2.3 Setting up adaptors and simulators 
The CIPRTrainer federated simulation environment describes the whole system which in-
cludes functionality for the coupling and orchestration of various CI-simulators. It is imple-
mented through the Simulator Adaptors and the Complex Event Processing engine. Both 
components are described in detail within the deliverable D6.4 “Implementation of the inte-
grated CIP MS&A based 'what if' analysis” [CIPRNetD64]. 
The current implementation of the CIPRTrainer comprises Simulator Adaptors for the CI-
simulators PSS®SINCAL [SINCAL], ns-3 [NS-3] and OpenTrack [OpenTrack]. The archi-
tecture of the CIPRTrainer federated simulation environment allows an extension of the sys-
tem with other simulators in principle. In this case, an implementation of a dedicated Simula-
tor Adaptor that accesses the simulation software would be needed.  
A Simulator Adaptor in the process is a single Java Application that implements a REST end-
point, which enables it to receive incoming events. Therefore, each adaptor needs at least to 
be configured and initialized with a receiver URL and a receiver port. Furthermore, the adap-
tor needs to know the URL and port of the CEP Engine, in order to establish a connection to 
this component for sending events. These parameters are provided to the application through a 
JSON-based configuration file. Depending on the actual simulation adaptor used, the configu-
ration file can include more parameters. For the adaptor to the SINCAL simulator, a valid 
configuration file is defined through: 
 

{  "receiver_URI" : "localhost",  "receiver_port" : 30666,  "event_system_URI" : "localhost",  "event_system_port" : 6666  "sincal_database_uri" : ".\database.mdb"   "sin_file_uri" : ".\Emmerich Distribution V26.sin" } 
                                                 
 
7 https://www.docker.com  
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Within the build environment of each simulation adaptor, an Apache Ant8 build script is in-
cluded. The build script includes a target for the start configuration of the according adaptor. 
During the application start-up, the URI of the configuration file is passed as a command line 
argument to the application. The following call will for example start the SINCAL adaptor: 
 

$ ant -Dcfg_file=config_A.json SincalConnector 
 
The operation of the federated simulation environment with the simulation adaptors presup-
poses the according simulators and simulation models available and installed. This means for 
the current state of the implementation that the CI-simulators PSS®SINCAL, ns-3 and Open-
Track need to be installed and configured properly.  
The installation of the PSS®SINCAL software requires a Microsoft Windows operating sys-
tem and is through the provided installer straightforward. Depending on the licensing model 
chosen, some additional steps to unlock the software might be required. The Simulation 
Adaptor accesses the calculation functions of the software through a COM interface. To acti-
vate this functionality in PSS®SINCAL, the COM servers need to be registered in the operat-
ing system. This can be done with the PSS Tool application, which comes with the 
PSS®SINCAL software package.  
The telecommunication simulation environment ns-3 is a Linux based application. The soft-
ware is distributed as source code, which need to be installed and compiled on the target sys-
tem. A comprehensive introduction and installation instruction is provided on the ns-3 web-
site9. The simulator for the CIPRTrainer’s Emmerich scenario is provided as Tarball and 
needs to be installed on top of the ns-3 installation. After unzipping the archive, one will get 

 a ‘ciprnet’ directory with thrift service definition  an updated ‘wscript’ (to link all necessary external libraries)  a “scratch” directory containing the simulation (ciprnet_v3.cc) 
The ns-3 simulation is accessed through Apache Thrift, which needs to be downloaded and 
compiled10. After this, the build.sh script within the ‘ciprnet’ directory needs to be exe-
cuted; this will generate a libciprnetns3adapter.so shared library. Before starting 
the application, the LD_LIBRARY_PATH environment variable has to be extended to refer to 
the ‘ciprnet’ directory within the ns-3 installation directory. The simulation can be started by 
invoking 
 

$ ./waf --run “scratch/ciprnet_v4 –ThriftPort=8080” 
 
The Port on which the Apache Thrift server listens for commands can be freely chosen, the 
port only needs to be reflected in the configuration file for the ns-3 Simulation Adaptor. 
The railway simulator OpenTrack is a Microsoft Windows based software, which can be easi-
ly installed on any Windows Machine. For the CIPRTrainer software system, the OpenTrack 
API is used to implement the intercommunication between the OpenTrack simulator and the 
                                                 
 
8 http://ant.apache.org  
9 https://www.nsnam.org/docs/tutorial/html/index.html 
10 https://thrift.apache.org/tutorial/ 
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corresponding Simulation Adaptor. The OpenTrack API provides an interface to OpenTrack 
via SOAP over HTTP. To send commands to OpenTrack and receive commands via the API, 
OpenTrack needs to know about the TCP ports involved. By default, OpenTrack listens on 
port 9002 for incoming commands, and sends messages to applications listening on port 9004. 
Port 9004 would in the case of the CIPRTrainer software then be the port on which the Open-
Track Simulation Adaptor listens for incoming messages by OpenTrack. The user can change 
these ports within OpenTrack. Similar to the PSS®SINCAL and ns-3 Simulation Adaptors, 
the configuration of the ports needs to be reflected in the corresponding configuration file. 
 
4.2.4 CEP Engine 
The Complex Event Processing Engine is a Java project developed by Fraunhofer IAIS. It is 
started from a Linux machine that acts as host and uses port 3007 by default. All dependen-
cies are already included in the compiled package so there are no necessary install require-
ments except for Java. 
To start the CEP Engine copy the directory “EventProcessing” into your local home directory. 
First change the directory and file dependencies to match your current user: 
 $ chown –R $USER EventProcessing $ chmod 755 /EventProcessing/start-cep.sh 
 
Then navigate into the directory and start the CEP Engine: 
 $ cd EventProcessing $ sh start-cep.sh 
 
This will run the program on port 3007. If you need to use a different port just edit the start-
cep.sh script and change the port that is given as parameter to the java command. 
 
4.2.5 PostgreSQL and PostGIS 
PostgreSQL is an open source Relational Database Management System (RDBMS) with ad-
vanced support for SQL. It is designed with an extensible architecture in mind. Extensions or 
plugins can be developed for the PostgreSQL providing extended features like spatial data 
management, foreign data wrapper, and cryptographic functions, etc. PostGIS is one of those 
extensions that provide sophisticated spatial data types and the corresponding functions to 
manage the data. Similar to the installation of MapServer, it is recommend as well updating 
the cached package index before starting the installation process: 
 

$ sudo apt-get update 
 
To install the PostGIS binary from the package repository, simply run the following two 
commands: 
 

$ sudo apt-get install --no-install-recommends -y postgresql-9.3-postgis-2.1 $ sudo apt-get install --no-install-recommends -y postgis 
 
After the binaries are installed, the PostgreSQL database server will run on port 5432 by de-
fault. A database server is capable to maintain multiple databases simultaneously. Post-
greSQL extensions need to be activated for each database. Therefore if you want to enable the 
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PostGIS support in your database, it is still necessary to enable that extension by sending the 
following command to the database server: 
 

$ echo "create extension postgis;" | sudo -u postgres psql 
 
In the example above we use the client psql to communicate with the PostgreSQL server. You 
can also use any other client tool as you want. Important is that in order to successfully exe-
cute this command, the “super user” privilege is needed. Normal database users with different 
privileges are not allowed to run this command for security reasons. 
The same to the installation of MapServer, it is also possible to install PostgreSQL and Post-
GIS from the source code. The whole source code repository can be downloaded with Git 
from the official website. After that checkout the version that you want to build and run the 
following command: 
 

$ ./configure 
 
If you want to build the client program psql, which uses readline, under Debian-based you can 
install it: 
 

$ sudo apt-get install libreadline 
 
The SQL query executor in PostgreSQL uses Bison and Flex for parser generation: 
 

$ sudo apt-get install bison flex 
 
After that running the make program will start the building process: 
 

$ make 
 
After the building process is finished, the executable file under src/backend/postgres will be 
produced and ready for use. 
 
4.2.6 MapServer 
MapServer is a software tool that focuses on efficient implementation of different web map 
protocols like Web Map Services (WMS) and Web Feature Services (WFS), etc. To provide 
an efficient implementation, it uses the C/C++ programming language, which in general has 
better runtime performance than other virtual machines based languages like Java. Unlike 
other mapping generation tools like GeoServer, MapServer itself does not have a built-in Web 
component to handle HTTP request and response. Instead, it relies on other dedicated Web 
Servers like Apache or Nginx that are capable for Common Gateway Interface (CGI) or Fast-
CGI communication. It is the classic way for C-based programs, which are not primarily de-
signed for Web-based communication, to interact with the Web clients. 
Our production environment is Linux-based. Various pre-built binary distributions are availa-
ble in most of the Linux-distributions. As an example, the Debian-based distributions are used 
to show how to install MapServer. To start the installation, it is always a good practice to up-
date the index files of the binary packages by running: 
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$ sudo apt-get update 
 
The GNU Make system is needed to perform several pre-installation tasks for MapServer 
binary installation, therefore we need to install it before installing the MapServer binary by 
running the following command: 
 

$ sudo apt-get install --no-install-recommends -y make 
 
After the dependent tool is installed, the binary packages and corresponding configuration 
files can be fetched by issuing the following command in the command line shell: 
 

$ sudo apt-get install --no-install-recommends -y mapserver-bin  
 
Another option is to install from the source code. This requires however advanced techniques 
in software development and system administration. The benefits are the configuration flexi-
bility during the building process, i.e. a dedicated version of the produced binary files that 
meet the requirements can be created. For instance, if it is clear that no WMS support is need, 
a binary version without WMS support is more compact and produces better runtime perfor-
mance. 
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5 Conclusion 
This deliverable introduced a documentation and user manual of a new interactive web appli-
cation, CIPRTrainer v1.0. CIPRTrainer realises one of CIPRNet’s new capabilities, namely 
‘what if’ analysis for exploring different courses of action in simulated crisis situations. 
CIPRTrainer is dedicated for training crisis managers in the area of civil protection / disaster 
relief, making them familiar with the behaviour of Critical Infrastructures under severe per-
turbations. 
The implementation of CIPRTrainer integrates modern Web 2.0 technology and best practices 
in GIS. This manual illustrated CIPRTrainer’s functions for exploring complex scenarios, 
performing WIA, and managing the user profile. Example scenarios were designed specifical-
ly for crisis managers. The situation display incorporates national standard tactical symbols 
from Germany (as ruled by the German BBK, the Federal Office for Civil Protection and Dis-
aster Assistance) and the Netherlands, for a better comprehension of the displayed infor-
mation. The main view of CIPRTrainer incorporates a GIS map, two information panels (left 
and right), one navigation-bar and one timeline. It was designed to provide an easily manage-
able feeling for the trainee. 
This deliverable also describes the installation of the CIPRTrainer system and its components. 
Complementary to this manual, we have developed a demonstration movie for illustrating the 
features of CIPRTrainer. The forthcoming deliverable D4.5 will describe a web-based service 
for demonstrating CIPRTrainer’s essential new WIA capability to a wider audience. 
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6 User interface component index 
UI number Description 
C1.1 Landing page 
C1.2 Hyperlink to About view 
C1.3 Sign-In panel button 
C1.4 Language button 
C1.5 Sign-in username input field 
C1.6 Sign-in password input field 
C1.7 Sign-in button 
C1.8 Toggle for saving or deleting session cookie after training 
C1.9 About view 
C2.1 Hyperlink to Home view 
C2.2 Hyperlink to WIA view 
C2.3 Label for user role and username 
C2.4 Sign-out panel button 
C2.5 GIS map 
C2.6 GIS element 
C2.7 Pop-up window 
C2.8 Hyperlink control panel 
C2.9 Hyperlink filter panel 
C2.10 Hyperlink notification panel 
C2.11 Hyperlink settings panel 
C2.12 Action list 
C2.13 Action history list 
C2.14 “Continue/pause” button 
C2.15 Rollback button 
C2.16 Label simulation time 
C2.17 Label real time 
C2.19 Filter information panel 
C2.20 KNN filter table 
C2.21 KNN parameter input field 
C2.22 “Apply KNN filter” button 
C2.23 Filter input field 
C2.24 Notification list 
C2.25 Layer list 
C2.26 Label username (not changeable) 
C2.27 Input field first name, last name, email 
C2.28 Input field old password, new password, confirmation password 
C2.29 “Save” and “Cancel” button 
C2.30 Base layer list 
C2.31 Resource layer list 
C2.32 CI layer list for power networks 
C2.33 CI layer list for telecommunication networks 
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C2.34 Scenario event on timeline 
C2.35 Other event on timeline 
C2.36 Current simulation time 
C2.37 WIA action graph 
C2.38 “Acquire CA result” button 
C2.39 CA result table 
C2.40 CA result GIS map 
C3.1 Label scenario state 
C3.2 Label simulation time 
C3.4 Label trainee status 
C3.5 Label trainer status 
C3.6 Scenario panel 
C3.7 Notification/training logs panel 
C3.8 Download panel 
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7 Index 
A 
About view · 14 Action · 30 Authentication · 14, 25 

C 
CA · 9, 22, 23, 27, 35, 37 CEP Engine · 42, 44 CI · 9, 16, 18, 21, 27, 29, 30, 31, 42, 43, 52 CIPRTrainer · 10, 11, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 29, 30, 31, 33, 34, 35, 39, 40, 41, 42, 43, 47 CI-Related Actions · 27, 29, 30 Complex Event Processor · 9, 39 Control · 16 Crisis Management Actions · 27, 29 

D 
Dashboard · 23, 24 Databases · 39 Docker · 9, 41, 42 Download · 37 

E 
Extensions · 39, 44 

F 
Filter · 18 First Responder Actions · 27, 28 

G 
GIS · 9, 15, 16, 18, 21, 22, 31, 36, 39, 47 

J 
Java · 39, 42, 44, 45 

K 
KNN · 9 

L 
Landing page · 13 Layer · 21 LED · 31 

Login · 14, 25 Logout · 25 

M 
MapServer · 39, 44, 45, 46 

N 
Nginx · 39, 45 Node · 39, 40 Notification · 19, 31 ns-3 · 39, 42, 43, 44, 52 

O 
OpenTrack · 39, 42, 43, 52 Operating Systems · 39 

P 
password · 14, 20, 26, 33 PostGIS · 39, 44, 45 PostgreSQL · 39, 44, 45 

R 
Requirements · 39 

S 
Scenario · 9, 10, 31, 36, 52 Settings · 20 Shared module · 13, 25 Simulators · 39 SINCAL · 39, 42, 43, 44, 52 

T 
Timeline · 21, 31, 33, 34 Trainee module · 15, 26 Trainer module · 23, 36 

U 
UI components · 13 

W 
Web-server · 39 What-if Analysis · 22, 34 WIA action graph · 35 
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