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1 Introduction — Rationale of this document

The CIPCast Decision Support System (DSS) is one of the main technological results that
will be delivered by the planned Virtual Centre of Competence and Expertise in Critical Infra-
structure (CI) Protection (VCCC) and one of the outcomes of the CIPRNet project. CIPCast
has been designed and implemented to allow the prediction and rapid assessment of the con-
sequences of a crisis scenario in an “operational” mode of operation on a 24/7 basis. CIPCast,
however, can also be used in an “off-line” mode for producing risk analysis starting from syn-
thetically produced events (rather than truly occurring ones) or from synthetically produced
damages (rather than by damages produced by true or synthetic events). In the former case,
we will talk of an “event simulator”, in the latter case of a “damage simulator”.

One of the main components of CIPCast (when acting in the “operational” mode) is a contin-
uous process (running on a 24/7 basis) realising the Risk Assessment Loop (RAL) as has been
described earlier in [D7.1]. Starting from the prediction of the occurrence of natural hazards
and of their strengths, RAL first estimates the expected damages, then, it assess how these
damages affect the services delivered by CI (in general, the damages will cause loss in service
quality, or even complete loss of one or more services) and, subsequently, it estimates the
consequences that the loss (or reduction) of services would have on relevant areas of societal
life. The tool can also be used to “weigh” the efficacy of proposed mitigation and healing
actions. Therefore, CIPCast may be a valuable tool for supporting emergency managers, like
e.g., Cl operators, Civil Protection coordination organisations, and rescue and fire brigades.
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components in a given area . Events
Threats sources: natural events

Service on demand

Predicting of Damage <:>
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Figure 1: The CIPCast workflow and the different functionalities

Predicting of <1,:“>

In addition to the RAL, the DSS platform provides services on demand as shown in Figure 1
when used as “event simulator” and “damage simulator”. The event simulator allows the user
to simulate natural events in a specific area (e.g. an earthquake) and to analyse the related
consequences. The damage simulator can be used to analyse the consequences of CI compo-
nent failures and the resulting disruptions of services that are not caused by natural events (i.e.
man-related causes, as attacks, spontaneous common-cause failures etc.).

The present deliverable is a technical report on the design and implementation of the CIPCast
service. In particular, the document describes how the implemented services are available for
web-based demonstration services for the VCCC. Section 2 recalls the overall design of the
CIPCast DSS platform and, in particular, it describes the architecture of the web GIS (Geo-
graphic Information System) graphical interface of the platform. Section 3 describes how the
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web GIS interface is used to provide the CIPCast web based demonstration services for the
VCCC (core demonstration services in the following) and the auxiliary demonstration ser-
vices designed to improve the end user experience (tutorial, feedback mechanisms, contact
form). Section 4 describes a specific instance of the DSS CIPCast related to the Italian
demonstration case (CIPCast-IT in the following) and the already implemented core services
available for the demonstration. Section 5 includes a brief discussion about the long-term in-
tegration of the CIPCast services with the CIPRNet (or VCCC in the future) web portal. A
summary of the implemented web demonstration services and future development plan con-
cludes the document. The demonstration services tutorial is included as an appendix in Sec-
tion 8 of this document.
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2 CIPCast design

The CIPCast platform architecture is composed of different layers as shown in Figure 2.

Figure 2: The CIPCast DSS architecture

The Presentation Layer contains the different components used to visualise the CIPCast risk
forecast results in a friendly Graphical User Interface (GUI). In particular, the Geographic
Information System (GIS) advanced interface allows CIPCast end users to visualise risk maps
for CI elements and overlay this information with other kind of information as for example
impact and consequence analysis results.

The Service Layer contains the different modules that realise the CIPCast business logic. In
particular, this layer contains the aforementioned RAL and the future Information Sharing and
Collaborative (ISC) platform. Other services are for example CIPCast System Admin services
to manage the platform, CIPCAST Analysis services to manage analysis tasks on the availa-
ble data/simulations, and the CIPCAST simulation service to manage and control simulation
tasks.

The Middleware Layer implements procedures to gather, on a 24/7 basis, data coming from
external sources, as from example meteorological data, in order to gather information to feed
models and simulations to predict as soon as possible future extreme natural events (e.g.

flooding). The details about the implemented data acquisition procedures are described in
D7.6.

The CIPCAST Persistence Layer that is composed of different components:

* CIPCast data. Data sets are stored and managed using CIPCast systems and applica-
tions. In turn, CIPCast data will be further categorised as either Public (i.e. data that
can be accessed by generic end users using the web applications and/or web services)
that will be stored within the Public CIPCast Database, or Private. Examples of private
data are: user management data (identities and roles), CI vulnerability data, Infor-
mation Sharing and Collaborative (ISC) data, CI network topology data and CIPCast
analysis result data. Private data will be stored within the Private CIPCast database.
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External data. In general, external data is stored in external databases. CIPCast relies
on external data in different phases of the RAL. For example, the DSS continuously
collects data form different sources: seismic monitoring networks (e.g., in Italy these
data are stored and managed by the Italian Geophysics and Volcanology Institute) and
meteorological stations (e.g., in Italy the stations are controlled by the Italian Air
Force Met Office;

Data and information shared with CIPCast end users (e.g. CI operators, Crisis Man-
agement, Local Authorities). For example, the CIPCast RAL requires that CI operators
exchange with CIPCast experts data and information regarding the possible reduction
in the Quality of Service (QoS) of their CI related to an expected harm scenario. For
instance, in case CIPCast is used to build an expected harm scenario related to a future
flooding event in a specific city area as part of a training or what-if discussion, CIP-
Cast experts will use such data within the impact assessment phase in order to update
the expected harm scenario considering possible cascading and dependency phenome-
na.

2.1 CIPCast presentation layer

The CIPCast GUI has been realised using Geo-Platform which is an Open Source Framework
developed by the GeoSDI research group. Geo-Platform is used to create rich web GIS appli-
cations based on open source geospatial web-based software. The main characteristics of
Geo-Platform are:

Many open source projects dealing with geo-spatial data for maps display are based on
JavaScript, which is a source for software stability problems like maintenance. For this
reason, this framework uses GWT (Google Web Toolkit), to: (i) transform / compile
Java code; (i1) generate Javascript code for any browser.

Geo-Platform is a Java open source framework to develop rich web GIS applications,
able to extend and enhance webGIS applications adding widgets (e.g. map feature,
layer tree, layer properties) that perform functional needs of the end user. For exam-
ple, there is a particular widget that can refresh automatically the geographical layer or
map displayed on the current view every x seconds/minutes etc. A number of widgets
has been developed within the CIPCast GUI as for example the widgets to simulate
extreme natural events as earthquakes and heavy rain fall in a specific area, and to
analyse the possible consequences of these events. Another example of a widget is the
widget that has been developed to send emails to CI operators whenever specific
events happen. These widgets realise the services on demand shown in Figure 1.
Geo-Platform can be installed locally (e.g. at Linux installation using a downloadable
ISO DVD). A local installation allows to set up different user/role combinations and
every user can have one or more associated projects. CIPCast relies heavily on this
feature. For example, the Italian CIPCast implementation (CIPCast-IT), implements
the different services using data (territorial, technological networks) related to the La-
zio region. The CIPCast-IT has a number of different end users as ACEA that is the
main operator of the electric distribution network of the Rome metropolitan area or the
Rome Civil Protection department. These two different end-users have different pro-
jects associated. Each project can be customised to show only data that are of interest
for the end user.

Data can reside locally or on different remote servers (via Open Geospatial Consorti-
um (OGC)-compliant services).
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Figure 3 shows the architecture of Geo-Platform and the data flows implemented within CIP-
Cast. The figure also shows the different data security levels, which have been defined within
the platform.
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Figure 3: Geo-Platform architecture and data flow

Data continuously acquired from external data sources (e.g. meteo and nowcasting data) as
well as data that have been acquired (commercial or not) for the RAL and simulations (e.g. CI
technological networks, risk maps) are stored in a PostGIS database. The Geo-Platform uses
the GeoServer (an open source server for sharing geospatial data) to public geospatial data
using OGC open standards as Web Map Service (WMS). Data stored within PostGIS database
can be visualised in the Geo-Platform application end user interface (the user browser) once
transformed in a proper way by the GeoServer tool.

Figure 4 gives a summary of the data ontology of Geo-Platform highlighting the different
access levels for different kinds of data.

!‘!P blic Dat l;l Data Commercial -y| Private and
ublic Data accessible == pata &2 strategic data
after DSS log
Territorial layers and maps IQ Technological Infrastructur4 I-‘Q@
* Administrative layers + Electric (Generating Stations, Substations,
* Primary services (hospitals, Transmission Lines, Electric Intermediate layers
schools, efc.) Interconnects, Transmission Zones, « Seismic Vulnerability M
* Morphology and Land Cover Electric Distribution Territories) . ngriﬂtl;NﬂI:z:b:I:g Ofaé)ls
: ge.o Iogy{!‘ll(. 2ndsldes * Natural Gas and Oil (Natural Gas l‘_t components
eismic sk Pipelines, Natural Gas Interconnects, < « Cl Impactindices (e.g., MV
s + Hydrogeological Risk & Hazard Natural Gas Facilities, Natural Gas (a) substation)
7]
5 + Census Data (population, buildings, « Road network and Railways m
o etc.) and other statistical indicators 8 Einallesults
+ Census Parcels Maps ) : m
Quasi-real time data l : Q & + Damage scenarios (€.g.,
HistorcalRients Q « Seismic event data (epicentre and Tn?nzgf::t‘ia:-n)ate Co e
« Parametric catalogue of damaging magnitude), PGA and Shake Maps it Copn sequence estirféiep g g
earthquakes « Weather forecast cltizens) e
* Inventory of Landslide Phenomena « Rainfall: Nowcasting data
+ Historical data of rainfall and + Lightning: Nowcasting data
thermometry :

Figure 4: Geo-Platform data ontology
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In general there are:

Public data. CIPCast collects public open data. The end users, using the platform web
GIS interface, can display a number of public information layers (e.g. administrative
layers, census data, seismic risk maps, hydrogeological risk maps and so on). Hence,
the web GIS interface constitutes an information hub to perform GIS analysis allow-
ing end users to overlay in the same environment a number of information layers.
Private and strategic data. CIPCast stores private data related to technological infra-
structure networks. In general only the infrastructure owner can access these data. Ad-
hoc access roles to grant the access to other users (e.g. other infrastructure network
owners, Civil Protection organisations) need to be agreed with the owner of the data.
CIPCast implements ad-hoc procedures in order to avoid information leakage and un-
authorized access.

Commercial data. ENEA acquired PLATTS [PLATTS] commercial data related to the
transmission infrastructure networks of Italy, Germany and The Netherlands. In par-
ticular, ENEA acquired data related to the electrical, gas and railway domains. The
end users cannot access these data. They are used by CIPCast to perform risk assess-
ment analysis. The end users can have access only to the results of these analyses.

So, in general, CIPCast does not have a general access role scheme. Different users will have
ad-hoc access schema that will be guarantee by CIPCast security policies and procedures.

ENEA owns the IPR related to the specific procedures implemented for the RAL workflow
and to customise the Geo-Platform interface (i.e. the ENEA foreground). Anyway, the ENEA
foreground can be used by the partners of the CIPRNet consortium for joint demonstrations
and cross borders scenario risk assessment. The ownership of ENEA foreground will be
transferred to EISAC in the next future.
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3 CIPCast Demonstration services

Figure 5 shows the web portal of the platform (http://ciprnet.casaccia.enea.it/dss/). The web
portal contains the description of the different functionalities that have been implemented
with CIPCast-IT, how it is possible to use the services and it contains the links to the different
Geo-Platform projects (that are related to different users as explained in section 2.1).
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Critical Infrastructures Net

m Operational DSS Events Simulator Harms Simulator What-if Analysis Demo Services

Operational DSS
Users
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The present tool is a Decision Support System enabling the evaluation of the complete Risk Analysis workflow where,

starting from the prediction (or the synthetic simulation of natural hazards or threats), the corresponding prediction of

physical harms (or the generation of synthetic damage to Critical Infrastructure elements), the Impacts evaluations (in

terms of reduction or loss of services produced by the expected damages), the Consequences that the expected Lin kS

reduction (or loss) of Services might produce on:

CIPRNet Project
RoMA Project
ClPedia©

Ask The Expert service

Citizens
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Environment
Industrial sectors

DSS Applications

Operational DSS: Executes the Risk analysis workflow by getting real predictions for natural threats.
Events Simulator: Executes the Risk Analysis workflow by producing synthetic scenarios of natural events.
Harms Simulator: Executes the Risk Analysis workflow starting from synthetic Damages scenarios.

What-if Analysis: Analyzes different courses of actions starting from an Impact Scenario.

ClPedia®© Main Page

© 2016 CIPRNet - DSS for Risk Analysis of CI Back to Top

Figure 5: CIPCast GUI landing page

The web portal, as shown in Figure 6 contains an ad-hoc web page for the demonstration ser-
vices.
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Figure 6: The Demonstration services page of the CIPCast web portal

Using one of the DSS links in the Operational DSS Users or Event Simulation Users menus

of the web portal, the users will be faced with a Geo-Platform login page as shown in Figure
7.

| §
[Ned)

Entering into geoSDI

Username

Password

Figure 7: Geo-Platform login page

Then, the user using his/her credentials will enter the Geo-Platform application as shown in
Figure 8.
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Figure 8: The Geo-Platform application user interface

It is worth stressing that the different projects are customised following end-user require-
ments. In particular, each end user will see only the information layer he/she requested to see
and/or only the information layers he/she can have access to (i.e. some information layer are
strictly confidential and only specific users can have access to these data). Moreover the user
can visualise the results of specific RAL workflows that have been implemented for the infra-
structure networks, services he/she is responsible for. The Figure 4 shows the data security
levels to avoid information leakage.

A number of projects have been implemented in the Geo-Platform forming the so-called core
demonstration services. In order to improve the end user experience, auxiliary demonstration
services have been planned and partially implemented. These auxiliary services will be avail-
able on specific demonstration web pages tabs of the CIPCast web application. In particular,
the following auxiliary services will be available:

e Tutorial. The demo web page will contain a link to the tutorial (described in Section
8) and a video explaining the different information layers available and how to use the
demo widgets. The user, using these widgets, will experiment the on demand services
that have been implemented for the CIPCast-IT instance;

* Contact Form. CIPCast demonstration service will not foresee a registration proce-
dure. It will include a contact form used by the users to inform the CIPCast-IT board
about their interest in the platform. The CIPCast-IT board will use the information
provided by the user for a first screening and to understand if the user request can be
fulfilled or not and if the contact request comes from a trustable organization. After
this screening phase, a number of possible scenarios are possible:

o the end user shows interest for a demonstration service already implemented in
CIPCast and the service can be accessed by a wide CIP community (in the
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document these services are referred as multi-users services). In this case the
CIPCast board needs to verify if the end user can access the specific service of
interest. In general, these services are provided using open data (i.e. no access
restriction defined); in some cases, an ad-hoc access role will be implemented
in order to display only the information the end user can have access to.

o The end user requires a new service (that will be available for the demonstra-
tion as all other services). In this case, the CIPCast experts need to understand
the end user services requirements and they need to understand how to custom-
ize the RAL workflow to be compliant with these requirements. Then, there is
the implementation phase. In general, the process of providing a new demon-
stration service to an end user could last days/months.

* Feedback form. A feedback mechanism will be implemented to gather user infor-
mation about the provided services and suggestions about possible improvements.

The current core demonstration services have been developed through direct contacts with the
current end users (see Section 4).
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4 CIPCast-IT demonstration services

The CIPCast service layer of Figure 2 implements the different services that are provided to
the end users. As already highlighted in the introduction of the present document, CIPCast has
different modes of operation:

* QOperational mode to allow, on a 24/7 base, the prediction and a rapid assessment of
the expected consequences of a crisis scenario;

* Off-line mode: for producing risk analysis starting from synthetically produced natural
events (Event Simulator) or from synthetically-produced damages (Damage Simula-
tor).

Depending on the end user requirements some of these services are available as web based
demonstration services. In order to understand how the demonstration services are available
to the end users it is worthwhile to recall that:

* The CIPCast GUI is a web GIS application (the Geo-Platform) allowing the visualisa-
tion of the DSS service results.

* The Geo-Platform has its own user management and in general there is not a registra-
tion procedure. The engagement of new users is composed of two distinct phases: 1)
contact phase (i.e. through the contact form) and RAL customization phase where
RAL workflow is customized to be compliant with the user requirements;

* CIPCast implements different workflows for different users as continuous processes.
In other word the CIPCast is not an interactive web application. For instance, CIP-
Cast-IT implements a workflow for ACEA. The workflow automatically gets data
from and sends data to ACEA. Anyway, within the Geo-Platform a project named
ACEA has been created and configured following ACEA requirements. Then, the
ACEA user can visualise the CIPCast workflow results (e.g. rain precipitation maps,
damage scenario) together with other information layer (e.g. risk flooding maps). The
CIPCast sys administrators have configured the ACEA "project" to show only the in-
formation required/accessible by this specific user.

* Currently, different demo projects have been realised for different category of users
(infrastructure network owners, Civil Protection, local government authorities).

In general, the CIPCast service layer implements services belonging to two different catego-
ries:

*  Multi-user services. These services give a common framework for different users in
different domains (e.g. weather forecast service);

* Specific user services. These services are domain-specific and allow a specific opera-
tor to make a thorough analysis about its own domain (e.g. services for electrical dis-
tribution network operators, services for local civil protection organizations).

In general, the services may be specific for a given area or territory (e.g. the metropolitan area
of a city) or national/European wide.

As it has been described above, each phase of the RAL workflow may expose a demonstra-
tion service for the end users (e.g. weather data acquisition is exposed as a multi-user service
using the GeoPlatform GUI). Other services are the result of a complete (in some cases par-
tial) execution of the RAL workflow. Table 1 summarises the services currently implemented
within the CIPCast-IT instance.
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Table 1: The CIPCast-IT services. ACEA and ATO?2 are the main utilities responsible of the electrical and
distribution grid of Rome.

Service Name Mode of op- | Service category | Stakeholders Area of interest
eration

Weather forecast Operational Multi users Lazio region

Nowcasting Operational Multi users ACEA, ATO2, Civil | Metropolitan area

Protection of Rome of Rome, Lazio
region

Lightning forecast Operational Multi users ACEA Lazio region

Seismic activity map | Operational Multi users Italy

EDN Risk Forecast Operational/Off- | Specific users ACEA Metropolitan area
line of Rome

WDN Risk Assess- Operational/Off- | Specific users ATO2 Metropolitan area

ment line of Rome

Seismic Risk As- Operational/Off- | Specific users Florence Municipal Florence city

sessment line Administration

Jubilee event man- Off-line Specific users ACEA Metropolitan area

agement of Rome

In general, operational specific user services are implemented through 24/7 processes running
on CIPRNet servers. These processes exchange data, analyse results (risk assessment results)
with the specific user through dedicated interfaces. The services listed in Table 1 have been
developed in the framework of the Italian project ROMA (Resilience Enhancement of Metro-
politan Areas)[RoMA]. The service Seismic Risk Assessment service has been developed in
cooperation with the research foundation Prato Ricerche [PR]. It follows a brief description of

each service (that are available for the demonstration web based services) (please refers to
D7.6 for details):

*  Weather forecast. ENEA has agreed with the company HIMET Srl [HIMET] (co-partner
of the project RoMA) the free use of their forecast data (weather forecast, now-casting
and lightning probability) for research purposes. In particular, HIMET provides Local Ar-
ea Model to the CIPCast-IT derived from ECMWF (European Centre for Medium-Range
Weather Forecasts1) data related to a large fraction of the centre area of Italy, comprising
the Regione Lazio. A user can access Geo-Platform to visualise map reporting the spatial
distribution (approximately, 5 km x 5 km) of the precipitation rate of rainfall forecasts
(mm-hr-1).

* Nowcasting. Nowcasting is operated by the use of Meteorological Radars. The company
HIMET has a meteorological radar station (X-band) at Mount Midia (in the Apennine re-
gion, nearby the city of L’Aquila) whose data covering a large fraction of centre Italy ful-
ly comprising the Regione Lazio, are constantly acquired and treated to extract. From the
reflectivity signals the rain abundance is estimated. The data are subsequently post pro-
cessed in order to get the rain abundance prediction, in a grid of 800 Mt of resolution, for
the subsequent 90 minutes from the current time.

*  Lightning forecast. Each 15 minutes, the CIPCast-IT acquires the lightning probability
data related to the next 45 minutes and visualises these data on the Geo-Platform.

" http://www.ecmwf.int/
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Seismic activity map. CIPCast-IT constantly polls a national public website (the ISIDe
website), which provides the recorded information of the last earthquake occurred in Italy
with a very short time delay from the shock (usually within less than a minute).

The EDN (Electrical Distribution Network) Risk Forecast service that has been developed
for ACEA S.p.a (the main utility for the electrical distribution grid for the city of Rome)
acquires data (network topology, configuration data, and vulnerability data) from the utili-
ty each hour. In case of a prediction (by the CIPCast weather models) of an extreme natu-
ral event affecting the city of Rome, the service performs a risk forecast assessment for
the components of the electrical network. Indeed, the natural event can affect some com-
ponents of the network and other critical components of other infrastructures. The service
performs a simulation of the operator restoration procedures to analyse the impact of these
failures on the network itself and on other domains (telecommunication, urban mobility,
health) that depend in some way from the electrical distribution network.

WDN Risk Assessment. The service performs a risk assessment for the Water Distribution
Grid of Rome with respect natural hazards.

Seismic Risk Assessment. CIPCast-IT from ISIDE data creates Peak Ground Acceleration
(PGA) map. These maps represent the PGA distribution for each spatial point of a given
area. In particular, CIPCast-IT is able to use empirical prediction of PGA propagation
without local site seismic effects and with local site effects. For instance the Seismic Risk
Assessment service developed for the Florence municipality uses the latter approach.
Jubilee event management service. This service has been implemented for the ACEA
stakeholder requiring a specific electrical distribution network risk assessment considering
the various events during the Jubilee. The main objective is to analyse which are the most
critical EDN components w.r.t. the various Jubilee events.

The results of the described services can be provided using different protocol/interfaces:

Email messages of alert that are sent to the operators in case of prediction of an extreme
natural event;

RAL report files (XML, CSV files) sent to the operators. Each operator may implement
ad-hoc procedures to analyse these reports;

Geo-Platform GIS interface. The operator can use the Geo-Platform GIS interface to visu-
alise layers related to the predicted natural event (e.g. the rain precipitation expected in the
next two hours). CIPRNet GIS experts, sys admins have customized the Geo-Platform in-
terface to the specific needs of the specific user.
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5 CIPCast services long term integration

The previous discussion about the current demonstration services implemented within the
CIPCast-IT instance is useful to understand the possible integration of these services in the
CIPRNet web portal (or the VCCC web portal). As it was already pointed out, each CIPCast
instance has a proper landing page that will redirect the users to the Geo-Platform web GIS
application that is the GUI to display CIPCast results and data to the users. In the future, there
will be a number of CIPCast instances, at least one instance for each EU member state. Each
CIPCast instance will be related to a specific area and it will provide multi users and specific
services. The landing page of each CIPCast instance will represent an information hub to dis-
play information and links to the various common framework services (the multi-user ser-
vices) and to visualise specific service reports (e.g. RAL reports). Moreover, the users can use
the web portal to properly conFigure the subscription to the different services (e.g. email alert
service for extreme natural events), to conFigure the subscripted services (e.g. to conFigure
the RAL report visualisation) and to access the other VCCC services as for example the Ask
the Expert service [D5.3].
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6 Conclusion

The document describes the CIPCast architecture and its graphical user interface (i.e. the web
GIS application Geo-Platform) that is used to visualise the results of the various CIPCast ser-
vices. Moreover, the document describes the different service categories and the different
service interfaces and how these services are available as demonstration services. In general, a
CIPCast service is a composition of different RAL phases. Each phase, in general, may gen-
erate information that can be displayed in the GUI. In particular this document describes the
services implemented in the CIPCast Italian (CIPCast-IT) instance and how these services are
integrated within the CIPRNet web portal. The CIPRNet web portal contains a general de-
scription and a link to the landing page of CIPCast-IT instance. This landing page contains the
links to redirect the user to the web core demonstration services. Moreover, the landing page
includes also as a so-called auxiliary service a tutorial to guide the user during the demonstra-
tion. In the next future other auxiliary services will be implemented as a contact form to easy
the engagement of new users in the demonstration and a feedback mechanisms to gather in-
formation about possible improvements. Currently, the core demonstration services are avail-
able for different categories of end users: infrastructure networks operators (e.g. ACEA,
ATO?2 for the electrical distribution and the water distribution network in Rome), Civil Pro-
tection organization (e.g. the Municipal Civil Protection of Rome), research centres (e.g.
foundation Prato Ricerche). Other users have shown a real interest about the platform ser-
vices, and then a number of core demonstration services are under development for these us-
ers (e.g. Mantova municipality).

The document includes also a discussion about the possible long-term integration of the CIP-
Cast DSS in the VCCC web portal.
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8 CIPCast WebGIS interface tutorial

CIPCast has been designed and implemented to allow the prediction and rapid assessment of
the consequences of a crisis scenario in an “operational” mode of operation on a 24/7 basis.

CIPCast, however, can also be used in an “off-line” mode for producing risk analysis starting
from synthetically produced events (rather than truly occurring ones) or from synthetically
produced damages (rather than by damages produced by true or synthetic events). In the for-
mer case, we will talk of an “event simulator”, in the latter case of a “damage simulator”.

One of the main components of CIPCast (when acting in the “operational” mode) is a contin-
uous process (running on a 24/7 basis) realizing the Risk Assessment Loop (RAL) as shown
in Figure 9. Starting from the prediction of the occurrence of natural hazards and of their
strength/magnitude, RAL first estimates the expected damages, then, it assess how these dam-
ages can affect the services delivered by CI (in general, the damages will cause loss in service
quality, or even complete loss of one or more services) and, subsequently, it estimates the
consequences that the loss (or reduction) of services would have on relevant areas of societal
life. The tool can also be used to ”weigh” the efficacy of proposed mitigation and healing
actions. Therefore, CIPCast may be a valuable tool for supporting emergency managers, like
e.g., CI operators, Civil Protection coordination organizations, and rescue and fire brigades.

The Figure 9 shows the main components of the CIPCast platform.

External Geo Geo-Platform gec ,@DJJ_L
Data Databases
Sources

i » i GIS Servers

. ‘ x{‘;vGeoServer »
. 8

¥ L

End user P

CIPCast Risk Assessment Loop T S p——

End user
Figure 9: CIPCast platform

In short:

* The CIPCast GUI is a WebGIS application developed using the Geo-Platform tech-
nology” allowing GIS analysis (geoprocessing) and the geographical visualisation of
the CIPCast service outcomes.

* CIPCast implements different workflows for different users as continuous processes.
These processes continuously and automatically exchange data with end end-user in-
formation systems (Figure 9). Users, by means of the CIPCast GUI, are allowed to
visualise the CIPCast workflow results (e.g. rainfall precipitation maps, damage sce-

? http://www.geosdi.org/index.php/en/about
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narios, etc.) together with other information layer (e.g. flood hazard and risk maps) us-
ing the WebGIS application.

* Currently, different custom projects have been set-up for different category of users
(infrastructure network owners, Civil Protection, local government authorities).

A number of projects have been implemented in the Geo-Platform forming the so-called core
demonstration services. The main objective of this tutorial is to support the users while inter-
acting with the CIPCast WebGIS interface to use CIPCast demonstration services and analyse
their outcome.

8.1 Getting access to CIPCast services
If you need credentials

Please contact CIPCast admin to request CIPCast credentials for demonstration services. The
email of request must contain the following information:

Personal information: Name, Surname, birth date, email, office tel. no;

Organisation data: name of organisation, web link, your role at your organisation, office ad-
dress;

Expected results: a brief description about expected results, basic requirements and main con-
strains.

In the next future CIPCast GUI will have a dedicated contact form to help the interested user
to specify the detail of her/his request.

You have the credentials

CIPCast staff has examined your request and they created a GeoPlatform project for you. Us-
ing your credential you can have access to the WebGIS application to perform the analy-
sis/simulation you have permissions to execute.

Regarding the CIPCast demonstration services (in this case, no RAL customization phase
required) CIPCast admins after the contact phase need to understand and verify end-user re-
quirements and data nondisclosure policies and data confidential agreements of CIPCast data,
in order to correctly conFigure the visualization of data services for the end user.
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8.2 CIPCast services
CIPCast implements different services for to the end users that can be classified as follows:

- Multi-user services. These services give a common framework for different users in
different domains (e.g. weather forecast service);

- Specific user services. These services are domain-specific and allow a specific opera-
tor to make a thorough analysis of its own domain (e.g. services for electrical distribu-
tion network operators, services for local civil protection organizations).

In general, the services may be specific for a given area or territory (e.g. the metropolitan area
of a city) or National/European wide.

In general, each phase of the RAL workflow may produce a service exposed to the end users
(e.g. weather data acquisition is exposed as a multi-user service using the GeoPlatform GUI).
Other services are the result of a complete (in some cases partial) execution of the RAL work-
flow.
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8.3 CIPCast Geo-Platform GUI

In the following the main web page of the CIPCast WebGIS application (Geo-Platform GUI)
that is shown after the user logs in to the application (Figure 10).

Map view menu  Widget menu Layer menu Username info/logout

Layer widget Map viewer Legend widget

Figure 10: The Geo-Platform GUI

The map viewer shows as background the basic layer map (it is possible to conFigure the
basic layer map using the Base Layer widget in the widget menu). Moreover, the user can add
information layers using the layer widget. CIPCast admin conFigures the layer widget follow-
ing the user requirement and considering the data nondisclosure policies. Then, the user will
have a number of ordered folders in the layer widget. Each folder can contain a number of
ordered information layers.

The default layer widget configuration comprises the following folders and information lay-
ers:

Static data

- Geographical data
- Technological assets
- Socio-Economic data

Dynamic data

- Weather stations
- Seismic sensors
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- Hydrographic stations
- Remote sensing data

Forecast

- Weather forecast

- Weather now-cast

- Lightning forecast

- Marine Waves forecast

Damage Scenario

- Short term
- Medium term

Impact Scenario

- Short term
- Medium term

Consequences Analysis

- Short term
- Medium term

Specific folder ontology and layer widget configuration can be defined to be compliant with
specific users requirements. Figure 11 shows an example of default layer widget configura-
tion.

The map viewer menu contains the basic commands to manage the visualisation of the maps
as zoom in, zoom out. The Get Feature Info command allows the visualisation of detailed
information (i.e. attributes) stored in the GIS database related to a GIS entity (e.g. electrical
secondary substation name, voltage, operator and so on). The other commands are the classi-
cal GIS commands such as Measure and Measure Area.

The Widget menu will contains two default widgets

- Select Base Layer allowing the choice of the base map layer (clicking this button the
Base Layer Selection window of Figure 12 will be displayed)

- Timeline widget showing the time line (Figure 13) of the last extreme natural events
in Italy (the demonstration services will display only earthquake events as gathered
from the Italian National Institute for Geology and Volcanology seismic network). In
the future this widget will be enriched with information related to other events (flood-
ing, flash flood, heavy rain etc.)
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4 [J]{» Default Project
4 [ ™ static data
i Geology
£ Hydrography
4 Lithology
4 \_'i,] Dynamic data
4 [7] ™ seismic sensors
[ 1SIDe events (real time)
4 [7] ™ Forecast data
4 [7] ™ Lightning forecast
B3 Lightning Probability
4 \E Weather forecast
B8 pep_00
£ pcp_08
£ pep_12
B pcp_18
B pcp_24
B8 pep_30
£ pcp_36
£ pep_42
B pcp_48
4 \E Weather nowcasting
B sri_10
B8 sri_15
B8 sri_20
B sri_30
B sri_40
8 sri_a5
B3 sri_s50
B sri_60
B s 75
B3 sri_90
> \E Damage scenario
b [] ™ impact scenario
b [] ™ consequences analysis

Figure 11: The default layer widget configuration
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Base Layer Selection

J”“ b

OpenStreetMap - EPSG:3857 MapQuest OSM - EPSG:3857

- ".:‘I;- .

Google Satellite - EPSG:3857  Google Hybrid - EPSG:3857  Blng Road Layer - EPSG:3857
- .. [ | |

B | @ Apply/Close |

Figure 12: Base Layer Selection window

Events

Long 13.015 Lat 42.561
Depth 10.9
Magn 1.2

EVENT 18:

EarthQuake

Date: 2016-06-15 10:24:21.220 UTC
Long 12.88 Lat 43.245

Depth 144

Magn |

TimeLine

i From now,the events will be shown in
the Timeline

| ok

Figure 13: Timeline window

Specific users enabled to perform Event/Damage simulations will be allowed to see other
widgets buttons in the Widget Menu. Figure 14 shows an example of a user widget menu
with a number of simulations widgets enabled. In particular, the widget menu comprises two
earthquake simulators, the Earthquake simulator and the Florence Earthquake simulator. In-
deed, CIPCast, starting from the user provided features of the earthquake (magnitude and epi-
centre), produces an expected damage scenario on the bases of structure/infrastructure vulner-
ability, empirical propagation models of seismic waves in the ground and of the specific
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ground seismic properties (geo-lithological characteristic). Two different approaches have
been implemented:

1) Empirical prediction of Macroseismic Intensity/PGA propagation without local site
seismic effects. This approach has been used for the Earthquake simulator allowing
the impacts and consequences assessment of earthquake events on buildings in the La-
zio and Tuscany regions;

2) Empirical prediction of Macroseismic Intensity/PGA propagation taking into account
local site seismic effects. This approach has been used for the Prato Ricerche’ (or
Florence) Earthquake simulator allowing the impacts and damages assessment of
earthquake events on buildings in the Florence city area.

In general, the choice of the empirical approach depends on data availability.

Earthquake Simulator
GoToX)Y

Florence Earthquake Simulator

Timeline

T-o

b f
Rain Simulator

Select Base Layer

Figure 14: example of an extended widget menu

The Rainfall simulator has been developed to simulate heavy rainfall events in the metropoli-
tan area of Rome and for their related impacts and consequences assessment.

The following section will illustrate how the enabled users can use the Earthquake simulator
and the Rainfall simulator widgets

3 http://www.pratoricerche. it
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8.4 The Earthquake Simulator
This section shows the steps needed to simulate an earthquake event using the CIPCast GUI.

Simulation
Earthquake
Magnitude: v
Long: : 12.5
Lat: : 42.4

Click a point on the map to select the epicenter

Start Close

Figure 15: The Earthquake input pop-up window

After pressing the Earthquake Simulator button of the Widget menu, CIPCast GUI shows a
pop up window allowing the user to input the basic earthquake features: magnitude and epi-
centre location (latitude and longitude) (Figure 15).

The user can select the magnitude of the earthquake event using the drop down menu that is
displayed pressing the arrow near the Magnitude input box (Figure 16)

Simulation
Earthquake
Magnitude: v
Long: : 4.0
- 4.5
o 5.0
5.5
6.0
Click a point on the ma 7.0

Start Close

Figure 16: The earthquake magnitude input drop menu

Using the Long and Lat input fields the user input the epicentre geo-localization data. Alter-
natively the user can input the epicentre Lat and Long by pointing and clicking a specific
point in the map (Figure 17)
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Simulation

Earthquake

Magnitude: 5.5

Long: : 12.568

Lat: : 42.012

.8 Click a point on the map to select the epicenter

Figure 17: Epicentre selection

Then, the user can start the simulation by clicking on the “Start” button of the Simulation
pop-up window. After the “Start” button is pressed the CIPCast GUI shows the Simulation
Progress Bar of Figure 18

Simulation Progress Bar : { ]

L—‘ Waiting ... t

Click a naint nn the man

Figure 18: The Simulation Progress Bar

When the Earthquake Simulator terminates the simulation the CIPCast GUI will show the
information pop-up window as shown in Figure 19

Simulation

' Simulation completed. Refresh layers to
s view results

| oK |

Figure 19: Simulation completed information window

The user can display the results of the simulation using ad-hoc information layers contained in
the Damage Scenario folder of the Layer Widget.
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4 [7] ™ DAMAGE SCENARIO

4[] ™ Rainfall
8 Precipitation Area
B Substations

a [V B Earthquake
B Epicentre
B Shake Map
B Expected damage (Toscana)
B Expected Damage (TIM)
B Expected Damage (Prim.Subs)
B Expected Damage (Sec.Subs)
B Expected Damage (Lazio)

Figure 20: The earthquake damage scenario information layer

Then, the user can add to the map different information layers as for example the computed
shake map (Figure 21), the expected damage on buildings in Tuscany and Lazio region
(Figure 22). As it is shown in Figure 20 the user can visualize also data related to possible
damages of infrastructure assets of the telecommunication and electrical distribution network
of the city of Rome. These information layers will be available only for the operators that own
the data.

Figure 21: The earthquake shake map and epicentre
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Figure 22: Expected damages on Lazio buildings

The Legend widget shows the meaning of the forms and colours of the objects showed in the
map viewer. In the example of Figure 21 the expected damage colours help the user to under-
stand the region areas mostly impacted by the simulated earthquake event.

GeoPlatform - Legend Widget -
Epicentre
s o=]
012
@24
@46
-6
Expected Damage (Lazio)
0 - None
W1 -slight
2 - Medium
3 - Severe
- 4 -Very Heawy
B 5 - Collapse

Figure 23: Legend widget
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8.5 The Prato Ricerche Earthquake Simulator

This section is mainly devoted for the Prato Ricerche users. Anyway, it can be useful for the
generic reader to understand the level of flexibility allowed by Geo-Platform in customizing
the interface for specific users. In collaboration with Prato Ricerche foundation a specific
Earthquake Simulator has been developed for the Tuscany region and in particular for the city
of Florence. In general, the simulation allows a detailed seismic risk assessment considering
local site effects and inventory of buildings data (characteristics, vulnerability, people resi-
dent, etc.) aggregated at level of single building (surveyed information, source: Municipality
of Florence). By contrast, the earthquake simulator described in the previous section uses
buildings data (characteristics, vulnerability, people resident, etc.) aggregated at level of Cen-
sus block (statistical information, source: ISTAT).

4 [ ]| £» Toscana Earthquake Simulation
4 [7]™ Firenze Scenario
| B8 Potential Casualties
| B8 Displaced People
| B Damage Level (EMS98)
| B§ Mean Damage m (0-5)
B8 Vulnerability Index
B3 Buildings (residential)
(| B Buildings (global)
4 [7] ™ Amplification Factor
(] B8 Amplification Factor (max)
("] B8 Amplification Factor (mean)
| B8 Amplification Factor (min)
4 []™ Regional Scenario
- [ ™ Lunigiana Event June 23 2016
- [™ Lunigiana
| B8 People Displaced
] B8 Unusable buildings (nr.)
| B8 Damage Level (EMS98)
| B8 Mean Damage m (0-5)
] B§ Macroseismic Intensity (Imcs)
| B§ Population (Census)
- [¥] ™ Basic Layers

Figure 24: The Prato Ricerche Earthquake Simulator layer widget configuration

Figure 24 shows the customized Prato Ricerche Earthquake (PRE in the following) Simulator
layer widget. Figure 25 shows the input pop-up window of the simulator. As it can be see
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two type of simulations can be performed: a) Regional simulation (the “Toscana” tab of Fi-
gure 25) and b) Florence simulation (the “Firenze ” tab of Figure 25).

Fa

" | Simulation (method with local site effects) %

. Toscana Firenze
Brigida
Earthquake Lat Long
e Longitude: 11.260
Bray | Latitude: 43.684
n Hypocentral depth : 5
nengd
del Piano
Earthquake Firenze
== Magnitude: 5.5] v 3
243 Formula: Allen et al. v
‘ -
] Ampl. Factor: Fa_0 Fa_max @ Fa_average Fa_min
wy Description: testl
2
[£5% Firenze Simulation | | Firenze Report Y
o . Click a point on the map to select the epicenter ¥y
Close
- - AR - < v "
o .F.'.wvrf S{xvj Al : "\\ r

Figure 25: PRE Simulator input pop-up window

The specific features of the Florence simulator can be summarized as follows:
* The end-user has to specify the hypocentral depth (km) in addition to the epicentre lo-
cation;
* Different seismic attenuation laws (to estimate the macroseismic intensity) and ampli-
fication factors can be chosen (Figure 26).
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-

= Magnitude: 5.5 v
. :q Formula: Allen et al. v
Ll B
Ampl. Factor: | Crespellani et al. e Fa_min
Y Description: Faccu-)h4e Cauzzi
g Pasolini et al.
3 Allen et al.

z

| Simulation (method with local site effects)

Toscana Firenze
Earthquake Lat Long
Longitude: 11.260
Latitude : 43.684

Hypocentral depth : 5

Earthquake Firenze

Firenze Simulation

- . Click a point on the map to select the epicenter

<

Brig

del

Firenze Report Y

Close

Figure 26: Specific features of the PRE input pop-up window

Then, the end-user presses the Firenze Simulation button of Figure 26 to start the simulation.
The PRE Simulator, analogously to the previous Earthquake Simulator, shows a pop-up win-
dow informing the end-user that the computation is terminated. When, the simulation in com-
pleted the end-user can display the simulation report (pressing the Firenze Report button of
Figure 26) as shown in

Simulation (method with local site effects)

Earthquake Report
Edifici Collassati:
Edifici Inagibili:
Sfollati:

Casualties:
Magnitudo:
Longitude:

Latitude:

Ampl Factor:
Description:

Formula:

35
7040
78422
96

5.5

11.25
43.77
Fa_average
testl

Allen et al.

Close

Figure 27: The PRE Simulator Report
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Using this report the end-user can see information regarding the number of: collapsed build-
ings, condemned buildings, displaced persons and casualties.

Moreover, the end-user can display in the map viewer the outcomes of the simulation as
shown in Figure 28 and Figure 29.

Figure 28: PRE damaged buildings map (The image has been manipulated for security reason)

‘U'}%% Y "%@ > §0Y | GeoPlatform - Legend Widget
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Figure 29: PRE displaced people map
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8.6 The Rainfall Simulator

After pressing the Rainfall Simulator button of the Widget menu, CIPCast GUI shows a pop-
up window similar to the window showed in Figure 15 (for the Earthquake Simulator case). In
this case the user needs to insert the basic features of the rainfall event: intensity (mm/h) and
the area interested by the precipitation event. The simulator allows the specification of the
precipitation area through a circle. Then, the user needs to specify the location of the circle
centre (the user can click on a point on the map to set the circle centre Lat and Long) and the
circle radius (km). Figure 30 shows an example of input setting for a simulation using the
Rainfall Simulator.

Simulation

Rainfall

Intens. ’ 30.0
(mm/h):

Radius(km): : 10

Long: : 12.491
Lat: : 41.906

Click a point on the map to select the center

Close

Figure 30: Rainfall Simulator input pop-up window

Selecting the Precipitation Area layer the end-user can see the selected precipitation area as
shown in Figure 31.

Figure 31: The Precipitation Area
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The Rainfall Simulator, using the vulnerability data related to the Electrical Distribution Net-
work (EDN) of Rome metropolitan area (owned by ACEA* S.p.a), allows the visualization of
the expected damage components.
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Figure 32: The Rainfall Simulator expected damage scenario

The Rainfall Simulator has been developed in collaboration with ACEA S.p.a in the frame-
work of the Italian project RoOMA (Resilience Enhancement of Metropolitan Areas)’. The
Figure 32 shows an example of the computed damage scenario. The basic layer has been re-
moved for security reasons. Currently, the described simulator widget is available only for
ACEA users.

8.7 Conclusion

This tutorial described the main features of the Geo-Platform WebGIS interface. In general,
the services are implemented for specific users and, following nondisclosure and data confi-
dentiality agreements, these services will be available only upon requirement. The Geo-
Platform/Geoserver technologies allow the management of users and roles. In particular, eve-
ry user can have one or more associated projects. CIPCast relies heavily on this feature. For
example, the Italian CIPCast implementation (CIPCast-IT), implements the different services
using data (territorial, technological networks) related to the Lazio region. The CIPCast-IT
has a number of different end users as ACEA that is the main operator of the electric distribu-
tion network of the Rome metropolitan area, the Rome Civil Protection department and the
Prato Ricerche foundation. These three different end-users have different projects associated.
Each project can be customized to show only data that are of interest for the end-users.

* http://www.acea.it/Home2.aspx?lang=en
3 http://www.progetto-roma.org
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