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1 Introduction 
In this deliverable general user requirements and needs for the CIPRNet Decision Support 
System (DSS) are gathered and specified. It is the first document of WP5 “Integration Activi-
ties 3: End-user support”. It will be used in WP6/WP7, where more detailed requirements will 
be specified and the CIPRNet DSS will be developed. 

CIPRNet requirements described in this deliverable originate from: 

 the project goals and objectives defined by Description of Work [4],  
 stakeholders/end-users and domain experts opinions (via questionnaire and face-to-

face meetings), 
 consortium knowledge and experience. 

Requirements identified in this deliverable will be mainly used by WP7 (“Decision Support 
System with consequence analysis”) as the guidelines for further work, such as final system 
specification and particular DSS components development and for WP6, complementing the 
description of requirements for cross-sector simulation environment and including the end-
user perspective into development of application scenarios and realisation of a demonstrator. 
However, it should be mentioned, that CIPRNet general requirements are focused on decision 
support front-end, rather than back-end, comprised of models and simulations that provide 
input information for the CIPRNet DSS. 

The examples of Decision Support Systems applications are commonly known for about 50 
years in different domains, however, there is still no clear consensus on its definition or which 
functionalities it should contain [1]. 

The general definition of DSS, can be found e.g. in [2], where DSS is described as “a type of 
interactive computer-based information system that supports decision-making activities and 
helps decision makers identify and solve problems, using different types of technologies, data, 
knowledge and/or models”. 

However, different researchers define DSS from their different perspectives. Thus, for the 
purposes of CIPRNet, we adopt the DSS definition as a compilation of different views, as it is 
provided in [1] and [3]. According to these sources, DSS can be defined as interactive com-
puter-based system, that uses data and models to support rather than replace decision makers, 
and that has decision-making supporting capabilities.  

Requirements collected and described in this document should be considered as the initial set 
of requirements, driving future technical work, rather than final checklist or early specifica-
tion for the CIPRNet components development.  

This document is structured as follows: 

 Section 2 shortly describes the role of end-users within the CIPRNet project and their 
involvement in the process of requirements collection. 

 Section 3 includes an overview of the end-user requirements collection process, in-
cluding the plan for requirements gathering.  

 Section 4 analyses the returned the CIPRNet end-user questionnaires. 
 Section 5 includes a formalisation of collected user requirements (obtained through 

the interaction with experts) and presents the list of general CIPRNet DSS require-
ments in the form of tables. 

 Section 6 concludes and discusses the results presented in this document. 
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2 End‐users role in CIPRNet 
2.1 Background of end‐users involvement, means of inclusion and incentives 

specification 

In order to establish a successful engagement of relevant end-users, the plan for inclusion and 
providing incentives was developed. It is expected that a wide spectrum of identified stake-
holders relevant to the project will represent the following domains: 

 Public, 

 Private, 

 Research and Academia. 
First of all, the benefits of end-users involvement in CIPRNet for all above groups (private 
sectors, the public sector, and research and academia) have to be clearly articulated, and 
should be built upon the concepts of: 

 increased awareness,  

 cooperation, and 

 improved effectiveness in the field of CI crisis management. 
Secondly, it is important to define strategic engagement goals that will allow for drawing the 
attention of the CIP community. For each goal, means of inclusion and methods for providing 
incentives are listed in Table 1. 
 

Table 1: End-users engagement goals and methods for inclusion 

Goal  Action  Means of inclusion  Incentive method(s) 

Draw attention of 
high-level (policy 
and strategic lev-
el) representatives 

(among others 
establish network 
of trust and com-
mon ground for 

discussion) 

Show that the con-
sortium is a trust-
worthy partner and 
has something to 
offer. 

Roundtable/ work-
shop(s) for public 
and private sector 
representatives. 

Meeting end-users 
and their associa-
tions 

Supranational and 
national bodies will 
increase their capabil-
ity to handle and re-
spond to CI crises 
impacting citizens 

Give a possibility to 
establish common 
ground for discussion 
and cooperation. 

Draw attention at 
tactical level 

(e.g. first respond-
er, crisis response 

services) 

Show that CIPRNet 
effort is going to 
formalise a joint 
action plan that aims 
at increasing effec-
tiveness of CIP 
across intra and  
cross-sector depend-
encies and starting 
collaboration in that 
matters. 

Conferences, work-
shops, brochures, 
CIPedia. 

Individual end-users 
would benefit from 
mutual assis-
tance/cooperation 
agreements. 

Draw attention of 
CIP experts 

Show that CIPRNet 
is addressing rele-

Project webpage, 
CIPedia. 

CIPRNet end-results 
will have impact on 
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vant problems im-
pacting CI crisis 
management and 
decision-making 
process. 

CIP-related forums. 

Electronic commu-
nication channels 
such as FB, Twitter 
or YouTube. 

CIPRNet demonstra-
tion and training 
activities. 

current and future 
research areas in CIP 
and it is up to the 
community to raise 
problems to address. 

Draw attention of 
research and aca-

demia 

Show that research 
centres and academ-
ia are key partners 
for sustaining further 
improvements of 
technology. 

Conferences and 
workshops for re-
searchers and indus-
try. 

Possibility to establish 
cooperation that will 
be reflected in the 
CIPRNet solutions 
and services. 

Draw attention of 
citizens 

Show that protection 
of CI is a crucial and 
underestimated prob-
lem.  

Project webpage, 
Internet, press re-
leases, press articles, 
podcasts, interviews, 
and CIPedia. 

Possibility to articu-
late doubts and prob-
lems relating to CIP. 

 

Moreover, the following incentives can be provided for all the groups: 
 early access to the project results,  

 influence on project direction and usability of the results for one’s own purposes, 

 invitation to the project workshops and other dissemination events, 

 invitation to conferences such as CRITIS, ESREL, etc.,  

 invitation to CIPRNet lectures and training, 
o to attend, 
o to present one’s own expert view/give lectures. 

 

2.2 Contacted end‐user groups 

2.2.1 CIPRNet Advisory Board and end‐users associations 

Members of CIPRNet Advisory Board and different organisations associating possible future 
end-user entities supported contacts with end-users and distribution of the CIPRNet question-
naire. 

In particular, representatives of following organisations actively participated in the question-
naire distribution: 

 DKKV, Germany (German Committee for Disaster Reduction), 
 Dutch Ministry of Security and Justice (includes contacts with the Dutch regional cri-

sis management centres), 
 Austrian Ministry of the Interior, 
 The European Corporate Security Association – ECSA, 
 Italian association of CIP experts, 
 Deutscher Feuerwehrverband e. V. (German Fire Service Association), 
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 Vereinigung zur Förderung des deutschen Brandschutzes e.V (German Fire Protection 
Association), 

 Bundesamt für Bevölkerungsschutz und Katastrophenhilfe (Federal Office of Civil 
Protection and Disaster Assistance). 

 

2.2.2 CIPRNet end‐users 

Moreover, the following groups of the project end-users were contacted directly (by sending 
questionnaire or through face-to-face meetings) in order to involve them in the process of the 
CIPRNet DSS requirements collection: 

 Polish Government Centre for Security (RCB), 
 City councils (Poznań), 
 Voivodeship offices  (Poznań, Opole, Łódź, Warszawa), 
 Police organisations (Police Academy in Szczytno, Polish Police Headquarters), 
 Critical Infrastructure solutions providers, CI operators, research and consultancy (e.g. 

CIS Institute SA, Electrabel GDF Suez, ENEA, TERNA, GIZ, UNU-EHS). 
 German Red Cross 

The CIPRNet end-users have been also contacted at domain workshops / conferences (such as 
the 2nd International Scientific Conference “Safety Engineering and Civilization Threats - 
Challenges for Safety” in Częstochowa, Poland). 

Moreover, CIPRNet WP5 (D5.1) team took a part in Joint Research Centre workshop: “Test-
ing Security: the Critical Infrastructure Operators’ View” to validate and discuss requirements 
with European CI operators. 
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3 Requirements collection process 

3.1 Plan of requirements gathering 

The process of defining the end-user requirements for the CIPRNet project is shown below in 
Figure 1.  

 

 
Figure 1: Process of defining end users’ requirements 

The methods for gathering user requirements in the CIPRNet project are: face-to-face meet-
ings, remote user interviews and the CIPRNet questionnaire, filled in by the project end-users 
and domain experts. 

The questionnaire has been prepared by the Consortium partners taking advantage of partners’ 
knowledge and experience, and review of the earlier work such as completed EU projects. 
Additionally, questions are focused on the aspects needed in the future project results devel-
opment. Outcomes of those questionnaires will be a starting point in requirements specifica-
tion process and to be helpful in CIPRNet solutions design specification. The questionnaire is 
presented in Section 3.3. 

 

3.2 Methodology for requirements specification 

The requirements specification process, including gathering, classification and assessment 
should follow a common methodological approach. A common approach also helps in man-
agement of requirements, providing the means to trace the identification, definition, assess-
ment, formalisation and, if necessary, improvement of the gathered requirements. The modi-
fied and adapted (to project needs) Volere methodology1 has been chosen as a guideline and 
used for the CIPRNet project. Such common methodology for requirements specification 
guarantees formalisation.  

The Volere methodology divides requirements for the design of software tools into two gen-
eral groups: 

 Functional and data requirements - specify the detailed functional requirements to be 
carried out by the product, the fundamental or essential capabilities of the product. 
They describe what the product has to do or what processing actions it is to take. 

 Non-functional requirements - specify the properties such as performance and usabil-
ity, which the functions must have. 

                                                 
1 http://www.volere.co.uk/index.htm, last visited 15.07.2013 
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As presented in Figure 2, CIPRNet requirements are focused on decision support front-end, 
rather than back-end, comprised of models and simulations that provide input information for 
the CIPRNet DSS. This means, that the CIPRNet questionnaire and the majority of end-user 
requirements focus on the DSS functionalities, interfaces, information presentation and visu-
alisation aspects. 

 
Figure 2: Conceptual framework for requirements specification 

 

3.3 CIPRNet questionnaire 

For the purposes of CIPRNet requirements collection, the CIPRNet Consortium distributed 
questionnaires to the various project end-users. The information about their selection is pro-
vided in Section 2.  

The questionnaire was designed in order to provide a broad view on current end-user prob-
lems, limitations and expectations. The most questions are open or semi-open. Therefore, re-
spondents were neither limited in expression of their opinions, nor biased by pre-defined op-
tions to choose. 

Generally, the questionnaire has been divided into four blocks of questions, namely: 

 General information about the respondents, particularly their organisations, range of 
activities, matter in which he/she acts, 

 Questions related to accessing the information, particularly concerning availability of 
information about CI coming from private and public sectors and used during CI-
related crisis, 

 Questions about using DSS during respondent duties, providing information about de-
cision support mechanisms and tools, their limitations, data exchange, standards, etc., 

 Questions about simulation and modelling for CI crisis management purposes. 

The analysis of the CIPRNet questionnaires filled in by the CIPRNet end-users can be found 
in the next section. The template of the questionnaire can be found in Annexes A (English 
language version) and B (Polish language version). 
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4 Analysis of CIPRNet questionnaires 
Respondents who filled in the questionnaire, represent various organisations – from local and 
regional CI-related organisations to Pan-European agencies, and from academic and applied 
researchers to CI-operators. However, the majority of respondents are representatives of or-
ganisations that operate within nationwide range, and usually as public emergency manage-
ment centre. 

 

4.1 Accessing the information 

The respondents assessed availability of various information related to CI from various sec-
tors and sources and gave them ratings. According to respondents ratings, generally there are 
no significant differences between levels of availability of information, when comparing 
public and private sectors. The average ratings for public vs. private CI information availabil-
ity (e.g. geo-localisation data, operational data and sensitive data about these infrastructures) 
are at the similar level. Considering information about CI dependences, it is noticeable that 
such information during normal operation is significantly easier accessible than during non-
normal state of CI functioning. 

The questionnaire analysis shows that the hardest categories of information to be accessed 
include: 

 Operational data of private sector CI, 

 Information about CI across the national/regional borders, 

 Information about CI across public-private sector borders, 

 Information about CI dependencies during non-normal operation. 
In addition, respondents indicated that reliable data of CI financial aspects and CI failure sta-
tus are also not easy to obtain from CI management entities. 

According to end-users,  

 climatic and weather information for specific (emergency) area, and 
 geo-location information about public / private sector CI, 

are described as the relatively easiest to obtain. 

Concluding, most of the categories (excluding e.g. mentioned climatic/weather data) of in-
formation considered in the questionnaire were assessed as relatively hard to obtain, since 
the average rate for these categories is below 3, and often below 2,5 (in the scale ranging from 
1 – the hardest, to 5 – the easiest accessible information). This observation indicates a serious 
problem related to information accessibility, and what is worth noticing, challenges related to 
acquisition of necessary information exist regardless of the CI functioning sector (i.e. pri-
vate versus public).  

 

4.2 Decisions Support Systems 

About 40% of respondents reported that they do not use any ICT-based support for their 
decisions. The majority of remaining 60% of respondents stated that they (or their organisa-
tions) use internally developed tools for specific purposes of their organisation, or alternative-
ly, that they use various loosely coupled data sources (such as GIS resources, the weather 
data, etc.) to support decisions. Considering specific DSS tools used by CIPRNet end-users, 
examples such as C3M, IPCR or WebEOC have been listed. These systems are exploited for 
the crisis response planning, reporting, procedure and policy creating, resource allocation and 
tracking.  
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When asked about the analytical capabilities, as well as about usefulness and effectiveness of 
these systems during crisis-related decision-making, respondents presented different views. 
About half of them admitted that the used (DSS) systems do not meet their needs and that 
these systems are not tailored to the specific needs of their operation. As respondents em-
phasised, the main weakness of these systems is the need for advanced customisation (cost-
ly in terms of time, efforts, financing, etc.). Other drawbacks include: 

 lack of interconnectivity with the other systems (e.g. used by entities cooperating 
with stakeholder’s organisation during CI-related crisis),  

 lack of possibility to integrate the data from other entities/systems, hampering the 
cooperation between various organisations,  

 limited capabilities of spatial visualisation of threats, and  

 lack of capabilities to support comparison of the current situation to earlier forecasts.  

Cross-border decision-making is another open gap of the used systems, impacting end-user 
operation.  

The CIPRNet interviewees listed also various kinds of the information sources that are used 
for building the situational awareness in the emergency response efforts. These include main-
ly external sources such as cooperating entities and agencies involved in emergency response, 
which provide hydrological data, the weather forecasts and the information about CI (includ-
ing geo-location). Other sources of information are the direct reports from the 
field/emergency area. Usually, such information is not publicly available. However, end-
users can access that information in real-time or near real-time.  

Considering the open sources of information, respondents indicated the media and citizens. 

 

4.3 “What‐if”, consequence and CI dependencies analyses 

Respondents stated that the primary need for simulation models relates to consequences of 
CI object failure, employing e.g. cascade models of infrastructure failures. End-users indi-
cated different scales of such consequences, varying from impact on another single system, 
up to consequences for national security, societal impact, national economy, etc.  

Moreover, respondents noticed lack of models supporting estimation of CI restoration time, 
identification of critical nodes (supporting CI objects prioritisation) and simulation models 
relevant to a given, specific sector (e.g. applicable for health care services during CI failure).  

Asked for what should be improved in relation to decision-support for emergency manage-
ment, respondents identified four main areas of interests:  

1) Simulation and modelling, in particular development of threat modelling and fore-
casting tools, e.g. for simulation of the consequences of possible decisions.  

2) Estimation of crisis impact, both on low level (e.g. impact of CI object failure on e.g. 
hospital functioning), as well on higher level – for example estimation of CI failure 
costs including national economy losses.  

3) Emergency communication, namely:  
o information/data sharing, 
o timeliness of received information,  
o exchange of information among cooperating agencies and organisations in re-

al-time, 
o compatibility of data formats,  
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o mechanisms to support informing about hazards, etc.  
4) Cooperation and training between solution providers and emergency management 

teams 

According to the respondents, closer public-private cooperation also could improve the cur-
rent situation in decision-making.  

The respondents also indicated problems related to the current assessment of CI dependen-
cies. The most significant examples include: 

 Limited capabilities of simulations, particularly in terms of simulating interrelations 
between various CI and analysing the threats based on such relationships. 

 Organisations and CI operators isolation. In other words, organisations often do not 
effectively take into account consequences of their infrastructure failures, exceeding 
beyond their organisations and impacting other sectors, companies, etc. 

 Lack of systematic planning of CI protection and restoration after a crisis, as well 
as lack of procedures supporting such protection. 

 Problems with identification of contact points that in a case of crisis should be imme-
diately available for responsible entities. 

 International standardisation in the CIP area. 

 Information accessibility. 

 Data validation and reliability. 
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5 User requirements 

5.1 Requirements description template and interpretation 

The CIPRNet requirements are specified using the template presented in Table 2 and consist 
of the following fields: 

 ID - is a unique identification number of the requirement, that is a combination of the 
type and number of requirements.  

 Priority (MoSCoW) – is determined by the importance of the requirement for end-
users. Importance is determined by M(ust), S(hould), C(ould) or W(ould) priorities. 

 Source - indicates the origin of a given requirement (e.g. DoW, Consortium experi-
ence, end-user/stakeholder). 

 Version - shows the evolution of the requirement. 

 Description – provides explanation of the requirement. 

 Comment – additional, relevant information can be placed here, e.g. reference re-
quirements, comments, examples, etc.  

 
Table 2: CIPRNet requirements template 

ID  
Priority 

(MoSCoW) 
 

Source  Version  

Description  

Comment  

 

5.2 Formalised requirements 

All requirements gathered in this section are formulated using the imperative form, and con-
cern only the CIPRNet DSS with consequence and “what if” analyses (to be developed in 
WP6/WP7). In other words, statements such as “provide something”, “use something”, “be 
applicable”, etc., should be considered as e.g. the CIPRNet DSS should (or must - depending 
on the requirement priority) be applicable, the CIPRNet DSS must provide, etc.  

Requirements are gathered and divided into the five sub-sections. IDs describing the require-
ments correspond to these sections, namely: 

 GEN_req#xx – general, high level requirements, 
 FUNC_req#xx – requirements on the CIPRNet DSS functionalities, setting the direc-

tion for further development of the DSS and describing what should be included in the 
DSS, and how it should/must work, 

 DATA_req#xx - requirements on data/models used in the CIPRNet DSS, indicating 
what input data should be used for modelling and simulation purposes and how the da-
ta should be processed in the DSS, 

 DATA_req#xx – the CIPRNet DSS front-end requirements, taking into account end-
user wishes regarding the interaction between an operator and the DSS, user interface 
design, and the DSS usability, 

 OA_req#xx – other aspects of the DSS functioning. 
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5.2.1 General requirements 

 

ID GEN_req#10 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V3 

Description Be applicable in various crisis scenarios.   

Comment 
I.e. be applicable during both man-made crises, as well as crises caused by nat-
ural forces. 

 

ID GEN_req#20 
Priority 

(MoSCoW) 
S 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description 

Provide support for the following phases of the incident-response cycle: 

 pro-action (awareness demo),  
 prevention (“what-if”),  
 preparation (exercises, (“what-if”) scenario walk through),  
 incident response (“what-if”),  
 recovery (“what-if”, selecting course of action) and  
 aftercare (incident reply). 

Comment  

 

ID GEN_req#30 
Priority 

(MoSCoW) 
M 

Source End-users Version V2 

Description Be efficient and effective. 

Comment 
With regard to situation without the CIPRNet decision support system. 

Provide added value for end-users. 

 

ID GEN_req#40 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

DoW 
Version V4 

Description Be reliable and fault tolerant.    

Comment 
End-users are afraid that the CIPRNet DSS may be down just in the situation 
when it is mostly needed. Therefore, fault tolerance must be ensured. 
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ID GEN_req#50 
Priority 

(MoSCoW)
M 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V4 

Description Take into account both the national and European ethical frameworks. 

Comment  

 

ID GEN_req#60 
Priority 

(MoSCoW)
M 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V3 

Description Take into account both the national and European legal frameworks. 

Comment  

 

ID GEN_req#70 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description Provide decision support during international (cross-border) crises. 

Comment  

 

ID GEN_req#80 
Priority 

(MoSCoW) 
S 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V2 

Description Include CI organisational aspects (procedures, dependencies) in analyses. 

Comment  

 

ID GEN_req#90 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version V3 

Description Have high performance.  

Comment E.g. quick response and short start time. 
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ID GEN_req#100 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version V3 

Description 
Use relevant open standards wherever feasible in order to provide an extensible 
access to/with the DSS for other applications, data sources and visualisations. 

Comment 
E.g. open standards for communication (e.g. use of web service technologies to 
allow CI operators to fill in the status of their CI) and data formats, open stand-
ards for data exchange mechanisms, mobile applications environment. 

 

ID GEN_req#110 
Priority 

(MoSCoW) 
M 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V4 

Description 
Provide security (e.g. safe storage and transportation, integrity, availability and 
confidentiality) for data used within the CIPRNet DSS system. 

Comment 
Not all data will require the same security level (e.g. open versus sensitive da-
ta). 

 

ID GEN_req#120 
Priority 

(MoSCoW) 
S 

Source CIPRNet consortium expertise Version V3 

Description 
Be scalable in order to maximise the number of simulators (e.g. based on paral-
lel threads).  

Comment 
Models shall run independently of the DSS (either as a multiplexed process on 
the same hardware, or (remotely) connected via a communication channel on 
another piece of hardware). 

 

5.2.2 Requirements on the CIPRNet DSS functionalities (analysis, decisions) 

 

ID FUNC_req#10 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description Incorporate “what-if” analysis into the CIPRNet DSS system. 

Comment 
Two different modes of usage of the DSS should be available: “What-if analy-
sis” and “Real-time monitoring” modes which allow the execution of tests and 
the real-time support in case of natural disasters events, respectively. 
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ID FUNC_req#20 
Priority 

(MoSCoW) 
S 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V2 

Description 
Allow for exploring various possible courses of action through consequence 
analysis. 

Comment  

 

ID FUNC_req#30 
Priority 

(MoSCoW) 
M 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V4 

Description 
Estimate CI, social, economic, and environmental impact for use in conse-
quence analysis. 

Comment 

Using infrastructure simulators (e.g. I2Sim, federated simulation), factor analy-
sis, etc. 

The DSS will incorporate socio-economical and other suitable models (e.g. 
factor analysis based models) for consequence analysis addressing the cross-
cutting criteria of the ECI directive. According to decisions taken by CI opera-
tors and to the state of CIs, those may have impact on society as well as on 
economic activities. 

 

ID FUNC_req#40 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description 
Allow for evaluation of mutual impact of CI, taking into account CI dependen-
cies. 

Comment 

The DSS analysis shall properly reflect first order CI dependencies taking into 
account physical aspects (disruption and recovery characteristics) and organisa-
tional & technical measures in effect. The DSS analysis shall reflect known 
second and third order CI dependencies due to changed mode of operation.  

 

ID FUNC_req#50 
Priority 

(MoSCoW) 
M 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V4 

Description Allow for using real-time (or near real-time) sensorial data. 

Comment 
e.g. weather forecast, weather now-casting, seismic monitoring, remote sensing 
imaging 
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ID FUNC_req#60 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V2 

Description 
Allow for using common geo-localisation data for analysed critical infrastruc-
tures. 

Comment  

 

ID FUNC_req#70 
Priority 

(MoSCoW) 
S 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V2 

Description Support decisions related to CI restoration activities after crisis. 

Comment  

 

ID FUNC_req#80 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V3 

Description Support decisions related to evacuation management during crisis. 

Comment  

 

ID FUNC_req#90 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description Support evaluation of vulnerabilities of different CI systems. 

Comment E.g. when CI is particularly vulnerable to landslides, earthquakes, flooding, etc.

 

ID FUNC_req#100 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V2 

Description 
Support decisions related to resource allocation and their management during a 
crisis. 

Comment  
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ID FUNC_req#110 
Priority 

(MoSCoW) 
S 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description Enable DSS “what-if” analysis based on different time scales of a crisis. 

Comment e.g. from seconds to several days 

 

ID FUNC_req#120 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V2 

Description Enable analysis of scenarios within different geographical range. 

Comment 
e.g. from single building (micro-scenarios) to large areas covering several 
countries 

 

ID FUNC_req#130 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

End-users 
Version V3 

Description Forecast damage scenarios involving components of critical infrastructures. 

Comment 
The evaluation of a damage probability of CI component should be conducted 
for a specified Risk Assessment Forecast Interval (RAFI) time frame. The out-
come will be a damage scenario describing the affected CI components. 

 

ID FUNC_req#140 
Priority 

(MoSCoW) 
M 

Source CIPRNet consortium expertise Version V2 

Description Respect Risk Assessment Forecast Interval (48 hours).  

Comment  

 

5.2.3 Requirements on data/models used in the CIPRNet DSS 

 

ID DATA_req#10 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version V3 

Description Enable quick access (minimising necessary time) to requested information.  

Comment Access to e.g. information from sensors, historical data, etc. 
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ID DATA_req#20 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description Model CI data at appropriate level of fidelity, adapted to the goal of simulation. 

Comment 
I.e. balancing between performance issues and usefulness of such models in the 
real crisis situation. 

 

ID DATA_req#30 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version V3 

Description 
Provide analysed information (e.g. besides the raw data), however be able to 
provide the raw data, whenever it is needed. 

Comment  

 

ID DATA_req#40 
Priority 

(MoSCoW) 
M 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V3 

Description 
Allow for integration of meteo-climatological data, predictions and simula-
tions. 

Comment  

 

ID DATA_req#50 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description 
Include historical data (e.g. hydrological, statistics, lessons learned) in anal-
yses. 

Comment  

 

ID DATA_req#60 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

End-users 
Version V4 

Description Enable sensing natural phenomena  (e.g., geo-seismic data and weather data) 

Comment 
Examples of the raw data to be considered are as follows: 

 seismic monitoring network (to obtain data about earthquakes such as 
localisation and magnitude), 
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 meteorological satellites network, 
 now-casting radar monitoring network, 
 satellite images: multispectral and/or SAR (Synthetic-aperture radar), 
 geographic web services (via WMS, WFS, WCS protocols), 
 flood forecasting (e.g. EFAS). 

 

ID DATA_req#70 
Priority 

(MoSCoW) 
M 

Source CIPRNet consortium expertise Version V3 

Description Allow for data gathering and processing. 

Comment 
This should engage push and pull models that will be capable of storing a sub-
set of gathered data in the CIPRNet DB.  

 

ID DATA_req#80 
Priority 

(MoSCoW) 
M 

Source CIPRNet consortium expertise Version V3 

Description 

Use data coming from various sensors (e.g. meteorological data, hydrological 
models, etc.) and monitoring networks to forecast natural hazards such as pre-
cipitation abundance, wind speed and to assess earth quake impact (unforesee-
able event). 

Comment 
Existing models, simulations tools and data sources will be used. Also (if pos-
sible for a specific region) existing regional flood forecasting services will be 
adapted. 

 

ID DATA_req#100 
Priority 

(MoSCoW) 
S 

Source CIPRNet consortium expertise Version V3 

Description 
Adapt models for earthquake events data acquisition (epicentre location and 
estimated magnitude), wave propagation and impact assessment. 

Comment 
The DSS must rely on the seismic identification of earthquakes performed by 
e.g. INGV (National Institute of Geophysics and Volcanology) and expected 
damage scenarios evaluation. 

 

ID DATA_req#110 
Priority 

(MoSCoW) 
S 

Source CIPRNet consortium expertise Version V2 

Description 
Use expected geo-area and location information from CI owners about the level 
of disturbed / disrupted service when assessing future (and what-if) states.   

Comment  
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5.2.4 CIPRNet DSS front‐end requirements 

 

ID GUI_req#10 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version V2 

Description Be able to provide local/global view according to current needs of the operator. 

Comment  

 

ID GUI_req#20 
Priority 

(MoSCoW) 
M 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V3 

Description Be intuitive for operator. 

Comment Simplicity is required by operators (e.g. at ERNCIP meeting). 

 

ID GUI_req#30 
Priority 

(MoSCoW) 
M 

Source 
CIPRNet consortium expertise 

DoW 
Version V2 

Description Have a user-friendly interface. 

Comment  

 

ID GUI_req#40 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V2 

Description Provide visualisation of the threats. 

Comment e.g. by visualising threats on the maps, using alert colours, etc. 

 

ID GUI_req#50 
Priority 

(MoSCoW) 
M 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V3 

Description 
Support maps with multiple on/off critical infrastructure layers including indi-
cation of their state. 

Comment Examples of considered layers include: 
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 street map/transportation layer,  
 energy grid layer 
 map view and a satellite view  
 augmented map view and a satellite view  
 impact layers (e.g. flood level; prediction +x hours). 
 scenario layers 
 map layers with impact estimation (e.g. socio impact, economic impact, 

etc.)  
 localised screens with key information on CI state and expected +x hour 

state for mobile local crisis response (e.g., app interface). 

 

ID GUI_req#60 
Priority 

(MoSCoW) 
C 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V2 

Description 
Use visualisation based on a suitable WebGIS interface, in order to view and 
query maps, territorial data, CI information and others (e.g., events data, satel-
lite images, etc.). 

Comment  

 

ID GUI_req#70 
Priority 

(MoSCoW) 
C 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V4 

Description Show the current status of system the operation and visualise how it works. 

Comment 
E.g. show in what step of the processing it currently is, e.g. by icons represent-
ing that the system is busy, processing progress 37/100%, etc. 

 

ID GUI_req#80 
Priority 

(MoSCoW) 
S 

Source 
CIPRNet consortium expertise 

DoW 
Version V2 

Description Minimise the number of required clicks per action. 

Comment  

 

ID GUI_req#90 
Priority 

(MoSCoW) 
S 

Source 

CIPRNet consortium expertise 

DoW 

End-users 

Version 

V2 

Description 
Provide all the necessary information in a form facilitating making right deci-
sions in a short time. 
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Comment  

 

ID GUI_req#100 
Priority 

(MoSCoW) 
C 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V3 

Description 
Provide consequence analysis results (in terms of elements such as economic 
loss/impact, loss of lives, etc.) in a printable form. 

Comment  

 

ID GUI_req#110 
Priority 

(MoSCoW) 
C 

Source 
CIPRNet consortium expertise 

DoW 

Version 
V4 

Description 
Provide “what-if” analysis results (in terms of elements such as economic 
loss/impact, loss of lives, etc.) in a form facilitating extraction for inclusion in a 
MS Word-based (or other necessary) report. 

Comment  

 

ID GUI_req#115 
Priority 

(MoSCoW) 
S 

Source End-users Version V1 

Description Use standard and widely understandable icons. 

Comment  

 

5.2.5 Other aspects 

 

ID OA_req#10 
Priority 

(MoSCoW) 
S 

Source CIPRNet consortium expertise Version V3 

Description 
The DSS should be supplied with manuals and tutorials to learn its proper us-
age.  

Comment 
An operator course and its associated material should be supplied by the devel-
oper. 

 

ID OA_req#20 
Priority 

(MoSCoW) 
S 

Source CIPRNet consortium expertise Version V3 

Description 
The DSS should be well integrated within processes and flows of organisa-
tions.  

Comment  
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ID OA_req#30 
Priority 

(MoSCoW) 
W 

Source CIPRNet consortium expertise Version V2 

Description 
Visualisation shall take into account the relevant standards for supporting visu-
al handicapped people (red-green, small print, etc.) 

Comment  
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6 Conclusions 
This document reports work done in the Task 5.1 and provides general user requirements for 
the CIPRNet Decision Support System.  

Requirements identified and formalised in this deliverable will be mainly used by WP7 (“De-
cision Support System with consequence analysis”) as the guidelines for further work, such as 
final system specification and particular DSS components development.  

Moreover, more detailed requirements will be specified provided by D7.1. 

The document contains: 

 about 50 formalised general end-user requirements, 

 definition of end-user roles in the CIPRNet project,  

 identification of the specific end-user groups that were contacted during the Task 5.1, 

 description of the requirements collection process (including rationale for the CIPR-
Net questionnaire structure and scope), and 

 analysis of end-user views on problems related to decision making process during CI 
crises. 

The above mentioned analysis can be found in Section 4, and it is one of the main inputs for 
requirements formalisation process (together with the consortium expertise and Description of 
Work document).  

The most important (and also the most common) issue raised by respondents through the pro-
ject questionnaire is a lack of ICT-based support for decision making related to CI manage-
ment. Approximately, about a half of respondents reported that they do not use any ICT tools 
for CI management, but some of remaining 50% stated lack of adjustment to specificity of 
their work  and that used tools do not meet their requirements and needs. End-users reported 
also difficulties related to accessing the necessary information, insufficient (or ineffective) 
inter-agency cooperation, and lack of capabilities to model and simulate crisis consequences, 
as well as dependences between critical infrastructures. 
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Annex A: CIPRNet questionnaire (English version) 
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Annex B: CIPRNet questionnaire (Polish version) 
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