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ABSTRACT: 
A crucial issue in today's distribution, supply and emergency response systems is to guarantee 
continuity and efficiency in service provision in the face of a variety of potential disruptions. 
Planning against possible disruptive acts of nature or sabotage is an enormous financial and 
logistical challenge, especially if one considers the scale and complexity of today's infrastructure 
systems. Since it is generally impractical to secure all assets, it is important to optimize the 
protection of key system components.  Protection investment problems against worst-case losses 
are typically formulated as bi-level or tri-level optimization problems. This lecture presents some 
recent optimization models for identifying efficient investments in protection and security 
measures for distribution and transportation systems. These models incorporate a variety of 
different issues such as:  capacity restrictions; correlation of disruptive events and disaster 
propagation effects; dynamic investments; different objectives (demand coverage, cost, travel 
time, passenger flow); stochastic aspects (e.g., extent of the disruptions); and resiliency aspects 
(e.g., recovery times of the disrupted components and disruption frequency). Efficient solution 
methodologies for solving these complex models will also be briefly discussed. 
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